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CLIMATE CHANGE DISINFORMATION WARFARE: 
ENSURING PROFITS AT THE COST OF NATIONAL SECURITY 
 

ABSTRACT 

 This paper investigated the effects of the decades long disinformation campaign 
waged by various carbon dioxide emitting industries, loosely disconnected interest 
groups and other stakeholders, by looking at both historic efforts to deny climate change 
and modern discourses to delay governments taking meaningful action that might impact 
profits.  The lack of sufficient action both historically and in the present will result in 
significant climate driven national security impacts, a lot of which will be extremely 
costly and difficult to predict or prepare for.  These highly damaging, ongoing and ever 
evolving disinformation campaigns can be compared to information warfare waged 
against the general public to prevent the necessary political consensus to take action, and 
thus a case could be made to use information operations doctrine to disseminate a counter 
narrative to the benefit of the global citizenship. 
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1. INTRODUCTION 

The Russian invasion of Ukraine has brought generational change to a world that 
hasn’t witnessed such significant state on state conflict and aggressive attack on another 
country’s sovereignty since the end of the second world war.  The significance of this 
attempted Russian expansion has led to major international sanctions and unprecedented 
military and financial aid for Ukraine.  Western assistance to Ukraine has stopped short 
of direct military assistance or intervention due to the thinly veiled threat of nuclear 
response from Russia should such an intervention occur.  UN Secretary General Antonio 
Gutteres identified that the conflict leaves humanity, “…one miscalculation away from 
nuclear annihilation”1 which is a notable reason the Bulletin of the Atomic Scientists 
recently moved the Doomsday Clock to ninety seconds to midnight,2 the closest it has 
ever been. 

This movement of the clock, managed by the Bulletin’s Board that includes a 
number of Nobel Laureates, symbolizes the potential of the myriad of threats facing 
humankind occurring, one of which is the existential dangers of climate change.  When 
the clock was last moved in forward in 2020 from two minutes (120s) to one-hundred 
seconds a key factor in making the move was the, “[c]ontinued corruption of the 
information ecosphere on which democracy and public decision making depend.”3  
Concerted long term disinformation campaigns by industrial interests (including oil, coal, 
power generation and automotive manufacturers among others), aimed at causing 
confusion surrounding anthropogenic climate change and thus protect their bottom line, 
have resulted in morphing what might have once been a manageable problem into one 
that seems insurmountable in 2023. 

Vested interests have generated rhetoric and misinformation that 
undermines climate science and disregards risk and urgency... Resultant 
public misperception of climate risks and polarized public support for 
climate actions is delaying urgent adaptation planning and 
implementation4 

 

Notably the war in Ukraine, which has impacted world markets and increased the 
cost of living has also opened, “…fertile ground for the spread of mis- and 
disinformation, and the opportunity to further a decades-long agenda of delaying climate 

 
1 Gutteres, Antonio, ‘Secretary-General’s Remarks to the Tenth Review Conference of the Parties to the 
Treaty on the Non-Proliferation of Nuclear Weapons’, 1 August 2022, 
https://www.un.org/sg/en/content/sg/statement/2022-08-27/statement-attributable-the-spokesperson-for-
the-secretary-general-the-tenth-review-conference-of-the-treaty-the-non-proliferation-of-nuclear-weapons. 
2 Mecklin, John, ‘A Time of Unprecedented Danger: It Is 90 Seconds to Midnight’, Bulletin of the Atomic 
Scientists, 24 January 2023, https://thebulletin.org/doomsday-clock/current-time/. 
3 Mecklin, John, ‘Closer than Ever: It Is 100 Seconds to Midnight’, Bulletin of the Atomic Scientists, 23 
January 2020, https://thebulletin.org/doomsday-clock/2020-doomsday-clock-statement/. 
4 Hans Pörtner et al., IPCC, 2022: Climate Change 2022: Impacts, Adaptation, and Vulnerability. 
Contribution of Working Group II to the Sixth Assessment Report of the Intergovernmental Panel on 
Climate Change (Cambridge, UK and New York, NY, USA: Cambridge University Press, 2022), 1931. 
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action.”5  The war has also challenged European energy security which has led countries 
to seek out sources other than Russia leading to an increase in natural gas exploration 
when the world needs to be doing the exact opposite. 

While the world waits to see whether the Russian invasion of Ukraine or tensions 
between the US and China lead to a possible World War 3, continued lack of sufficient 
action on climate change will result in the exacerbation of all current global problems 
from inequality to increased conflict over scarce water and food resources and mass 
migration.  This is not just the belief of committed environmentalist groups, the top three 
spots on the World Economic Forum's (WEF) list of top 10 global risks all can be linked 
to anthropometric climate change, these being Climate Action Failure, Extreme Weather 
and Biodiversity Loss.6 

As it provides the latest information surrounding human emissions and impacts of 
climate change, it’s worth summarizing some of the notable findings (of high or very 
high confidence) from the recently released Intergovernmental Panel on Climate 
Change’s (IPCC) Sixth Assessment (AR6) Synthesis Report.7  Cumulative net carbon 
dioxide emission from 1850 to present is 2400±10% Gigatons, with 42% of that having 
been released since 1990, when there was sound knowledge of the effects of greenhouse 
gas emissions.  The cumulative total has had the effect of the global average temperature 
rising faster in the last 50 years than any other equivalent period in the last 2000 years.  
The overall CO2 concentrations in the atmosphere are higher than at any time in the last 2 
million years with concentrations of other greenhouse gasses attributed to human 
activities, methane and nitrous oxide being higher than any time in the last 800 000 years. 

The assessment reporting contained some minor positive findings in that the rate 
of growth for the second decade of the 21st century was less than the first (1.3% vs 2.1%), 
but this was a time when net reductions of carbon emissions were needed.  The reduced 
rate of emissions can be attributed to, “…improvements in energy intensity of GDP and 
carbon intensity of energy,”8 but unfortunately ever-increasing economic growth founded 
on carbon dependent energy sources has resulted in continued overall increase in total 
emissions. 

Lastly, the sources and volumes of carbon emissions varies significantly across 
the regions of the globe, with 35% of the population having a per capita carbon footprint 
of greater than 9 tons of CO2 equivalent while 41% release less than 3 tons of CO2 
equivalent per capita.  Of note, the IPCC found that the 10% of highest emitting 
households are responsible for 34-45% of consumption-based emissions while the least 
polluting 50% of the population only contribute 13-15%.  Unfortunately, the portion of 

 
5 ‘Deny, Deceive, Delay - Exposing New Trends in Climate Mis- and Disinformation at COP27’, January 
2023, 4. 
6 Chris Morris, ‘World Economic Forum Lists Biggest Global Risks of 2022’, 7 February 2022, 
https://www.nasdaq.com/articles/world-economic-forum-lists-biggest-global-risks-of-2022. 
7 Hoesung Lee et al., ‘Synthesis Report of the IPCC Sixth Assessment Report (AR6) - Summary for 
Policymakers’, Sixth Assessment Report (The Intergovernmental Panel on Climate Change, 19 March 
2023), 4–5. 
8 Lee et al., 4. 
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the population who contribute the least emissions are those disproportionately affected by 
the effects of climate change.  All told the level of effort required to meet this challenge 
varies significantly, while there needs to be caution to ensure the global poor are 
simultaneously lifted out of poverty into a more sustainable way of life. 

Nearly all of the potential humanitarian crises that will arise due to climate 
change will require military intervention of some sort, whether through ever increasing 
Op LENTUS type deployments to assist Canadians in need, Peace Support Operations to 
regions further destabilized due to the effects of climate change or perhaps establishing a 
robust military presence along borders to staunch the inflow of climate refugees.  While 
the military will respond to these unfortunate problems it might be worth considering 
whether military doctrine could be used to counter the underlying cause of the issue, the 
pervasive disinformation efforts by industry to ensure their profits at the expense of the 
broader public good. 

This paper examines the history of disinformation used by industry to deny, 
deceive and delay action on climate change and will consider ongoing tactics to further 
protect the bottom line despite acknowledgement by the oil industry that anthropogenic 
climate change exists.  The paper then provides a summary of the many ways in which 
the effects of climate change will impact national security.  Finally, the paper will 
investigate whether there are parallels with Information Operations doctrine and the 
ongoing efforts to stall climate change and whether doctrine might be used to dispel the 
doubt amongst the general public and build political consensus to take the necessary 
actions to respond to the threat. 

Terminology 

It is beneficial to investigate a number of definitions or terminologies that 
surround the topic of both false information and climate change and set the baseline for 
how they will be used in this paper.  The first terms to consider are Misinformation and 
Disinformation, both being associated with the spread of potentially harmful incorrect 
information.  The former being done unintentionally by the disseminator9 while the latter 
is attributed to the person sharing the information knowing it is incorrect and deliberately 
passing it on to deceive the recipient.10  While these are relatively new terms, made all 
the more prevalent and impactful due to electronic means of mass distribution, parallels 
can be drawn between disinformation and Propaganda which from a military perspective 
is, “…the propagation of an idea or narrative that is intended to influence, similar to 
psychological or influence operations.”11 

 
9 Deen Freelon and Chris Wells, ‘Disinformation as Political Communication’, Political Communication 
37, no. 2 (3 March 2020): 149. 
10 Frederik Hjorth and Rebecca Adler-Nissen, ‘Ideological Asymmetry in the Reach of Pro-Russian Digital 
Disinformation to United States Audiences’, Journal of Communication 69, no. 2 (1 April 2019): 168. 
11 Catherine A Theohary, ‘Defense Primer: Information Operations’, Congressional Research Service, 15 
December 2020, https://apps.dtic.mil/sti/pdfs/AD1169650.pdf. 
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A report prepared for the 2022 Conference of Parties (COP26) in Glasgow that 
looked at disinformation surrounding that meeting provided definitions and some 
explanation surrounding the following terms12: 

- Climate Denial – The outright denial that climate change exists including 
the contributing sources and impacts.  The narratives that climate change 
is a hoax, there has been no increase in global temperatures, that it’s an 
entirely natural process and thus not driven by human greenhouse 
emissions can all be considered climate denial. 

- Climate Skepticism – That strategy that leverages the inherent uncertainty 
surrounding the scientific method to build skepticism of consensus on 
climate change, including attacking the credibility of climate scientists and 
research institutions (epistemic skepticism).  Also includes efforts to 
convince that action is unnecessary or that nothing can be done to mitigate 
the impacts of climate change (response skepticism). 

- Delayism – Modern approach by industry where stakeholders 
acknowledge the anthropogenic climate change exists but justify inaction 
or inadequate efforts by arguing that sufficient action isn’t being taken by 
others, bringing increased attention to detrimental economic impacts of 
social policy or raising doubts that suitable action isn’t even possible. 

- Lukewarmerism – The belief that while human caused climate change 
exists, the threat is exaggerated, that there may even be benefits from a 
warming climate and that those calling for significant action are ‘alarmist’. 

 

The term Climate Alarmism can be interpreted to mean efforts to exaggerate the 
human contributions and / or the possible impacts of anthropogenic climate change to 
spur greater action.  While Treen et al posit that the concept has the potential to be used 
to misinform from an opposite ideological position than climate change denial, the 
amount of literature suggesting this is being done is negligible.13  A brief scan of 
academic search results for the term seems to indicate that it is more readily used for 
skepticism purposes to generate the narrative that proponents of action on climate change 
are being overly dramatic and therefore should not be taken seriously. 

The last few terms worth summarizing are related to how false information is 
readily shared in cyberspace and thus contributes to narratives limiting action on climate 
change becoming so pervasive.  The first term, Spammers (sometimes referred to as Sock 

 
12 ‘Deny, Deceive, Delay - Documenting and Responding to Climate Disinformation at COP26 and 
Beyond’, June 2022, 2, https://www.isdglobal.org/wp-content/uploads/2022/06/Summative-Report-
COP26.pdf. 
13 Kathie Treen, Hywel Williams, and Saffron O’Neill, ‘Online Misinformation about Climate Change’, 
WIREs Climate Change 11, no. 5 (September 2020): 4. 
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Puppets14) are humans who generate fake profiles on social networks or online news 
comment boards and spread false information either knowingly (dis) or unknowingly 
(mis).15  Bots refers to fully automated fake accounts that run algorithms to share, 
retweet, like, etc. certain accounts or posts making the desired information appear to have 
greater consensus among the general population than it actually does.16  Lastly, 
Crowdturfers (or Astroturfers in some papers) is a term that appears to have developed 
within the climate change information space and refers to the coordinated efforts of large 
groups of people online (perhaps paid) to spread particular information to make it look 
like there is a grassroots initiative on a particular topic with the aim of swaying search 
engine results.17 

2. HISTORY OF CLIMATE CHANGE DISINFORMATION 

By design, disinformation surrounding climate change, with the aim of delaying 
necessary action, is confusing and difficult to investigate, therefore it’s useful to have a 
bit of a framework within which to organize some of the history of the subject.  Research 
published by Björnberg et al in 201718 looking at 161 articles on environmental and 
climate science denial, builds on previous work19 to provide one useful framework with 
four variants of denial which are: 

1. Trend denial (no significant warming is taking place); 

2. Attribution denial (it is not anthropogenic); 

3. Impact denial (it will not have significant negative impact); 

4. Consensus denial (there is no consensus among climate scientists about 
anthropogenic climate change). 

 

With the lens of denial variants to help frame the issues, the paper will now 
provide a historical summary of the efforts put forward to sow doubt around 
anthropogenic climate change.  The heat absorbing and radiative properties of CO2 was 

 
14 Spencer McKay and Chris Tenove, ‘Disinformation as a Threat to Deliberative Democracy’, Political 
Research Quarterly 74, no. 3 (1 September 2021): 706. 
15 Steve Webb, James Caverlee, and Calton Pu, ‘Social Honeypots: Making Friends With A Spammer Near 
You.’, in CEAS (San Francisco, CA, 2008). 
16 Robert Faris, Hal Roberts, and Yochai Benkler, Network Propaganda - Manipulation, Disinformation 
and Radicalization in American Politics, Book, Whole (New York, US: Oxford University Press, 2018), 
243. 
17 Kyumin Lee, Prithivi Tamilarasan, and James Caverlee, ‘Crowdturfers, Campaigns, and Social Media: 
Tracking and Revealing Crowdsourced Manipulation of Social Media’, Proceedings of the International 
AAAI Conference on Weblogs and Social Media 7, no. 1 (2021). 
18 Karin Edvardsson Björnberg et al., ‘Climate and Environmental Science Denial: A Review of the 
Scientific Literature Published in 1990–2015’, Journal of Cleaner Production 167 (2017). 
19 Stefan Rahmstorf, ‘The Climate Sceptics’, Weather Catastrophes and Climate Change, 2004, 76–83; 
Anita Engels et al., ‘Public Climate-Change Skepticism, Energy Preferences and Political Participation’, 
Global Environmental Change 23, no. 5 (2013). 
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first noted in the mid-1800s by American amateur scientist Eunice Foote when she 
experimented with various gasses and even hypothesized that the Earth was much 
warmer in the past when concentrations of these gasses were higher.20  In conducting 
detailed calculations to determine how CO2 affected the earth’s temperature, Swedish 
researcher Svante Arrhenius determined in 1896 that halving the concentration of carbon 
dioxide would result in a temperature drop of around 5oC.  He further postulated that a 
doubling would see an equivalent temperature rise and estimated that CO2 levels could 
rise about 50% in 3000 years due to the burning of coal and thus is believed to be the first 
person to identify that human action could impact the earth’s temperature.  Notably, 
Arrhenius’ hypothesis was challenged from the start due to the oversimplification of his 
modelling (despite being quite detailed for the time) and with theories that the oceans and 
plant life would absorb any additional CO2, a narrative that would endure in the 
misinformation space.21 

The potential threat of global warming was known by modern industry at least as 
early as 1965 when US President Lyndon Johnson’s science advisory committee first 
raised concern about the phenomenon, information that was then relayed as a warning to 
industry members by the American Petroleum Institute (API).22 

Detailed reporting in 2015 uncovered that Exxon knew that carbon dioxide from 
the burning of fossil fuels would cause the planet to warm and without mitigation could 
pose a significant danger to life on earth.23  Internal correspondence from Exxon's 
Research and Engineering division shows that the company knew about the greenhouse 
effect at the most senior levels as early as July of 1977 when the concept was presented 
to the Corporate Management Committee.  A written version of that and another 
presentation that was generated in June 197824 shows that Exxon knew that CO2 in the 
atmosphere was increasing due to fossil fuel combustion and that the gas contributed to 
warming of the earth's atmosphere.  The correspondence also indicates that Exxon's 
internal modelling, though immature and not accounting for all feedback interactions, 
predicted a 2oC to 3oC rise in temperatures over most of the earth with a rise of 2 to 3 
times that at the poles. 

Notably Exxon initially used this information to fund significant research into the 
effects of CO2 on the environment to better understand the impacts and opportunities on 

 
20 Amara Huddleston, ‘Happy 200th birthday to Eunice Foote, hidden climate science pioneer’, 17 July 
2019, http://www.climate.gov/news-features/features/happy-200th-birthday-eunice-foote-hidden-climate-
science-pioneer. 
21 Ian Sample, ‘The Father of Climate Change’, The Guardian, 30 June 2005, sec. Environment, 
https://www.theguardian.com/environment/2005/jun/30/climatechange.climatechangeenvironment2. 
22 Benjamin Franta, ‘Early Oil Industry Knowledge of CO2 and Global Warming’, Nature Climate Change 
8, no. 12 (2018). 
23 Neela Banerjee, Lisa Song, and David Hasemyer, ‘Exxon’s Own Research Confirmed Fossil Fuels’ Role 
in Global Warming Decades Ago’, Inside Climate News, 16 September 2015, 
https://insideclimatenews.org/news/16092015/exxons-own-research-confirmed-fossil-fuels-role-in-global-
warming/. 
24 Black, James, ‘The Greenhouse Effect’ (Exxon Research and Engineering Company, 6 June 1978), 
https://www.climatefiles.com/exxonmobil/1978-exxon-memo-on-greenhouse-effect-for-exxon-corporation-
management-committee/. 
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operations.  A lot of this research was conducted in conjunction with independent 
researchers and even included published papers detailing the significant climactic 
changes the projected increases in temperature would bring.  It wasn't until the late 1980s 
when serious discussion about legislation to curb emissions along with a decline in oil 
prices that cut into Exxon's bottom line that the company pivoted to efforts to sow doubt 
around the science of climate change.25 

A second internal memo from Exxon from the early 1980s26 provides additional 
granularity on the company's predictions regarding temperature rise.  The correspondence 
also provides a summary of the potential consequences that were being discussed in the 
broader scientific community ranging from increased rainfall / drought through to 
catastrophic sea level rise due to melting of the Antarctic ice sheet and notes that by the 
time the warming is perceptible, it might not be reversible.  Notably, and perhaps 
messaging that was justified at the time, the executive summary of the document includes 
language that can be considered to set the tone for both impact and consensus denial 
efforts going forward: 

Making significant changes in energy consumption patterns now to deal 
with this potential problem amid all the scientific uncertainties would be 
premature in view of the severe impact such moves could have on the 
world's economies and societies.27 

 

Additional internal documents from the late 1980s, drafted by Exxon 
spokesperson Joseph Carlson, asserts that the greenhouse effect could, "…be one of the 
most significant environmental issues for the 1990s,"28 and acknowledges that fossil fuel 
combustion is the main contributor to greenhouse gasses.  The memorandum goes on to 
highlight the scientific uncertainty surrounding the climate modelling at the time, which 
was all part of reasoned scientific method.  The document recommends that Exxon take a 
position that emphasizes this uncertainty (consensus denial) and urges a balanced 
scientific approach, meaning equal attention being paid to both sides of the argument 
regardless of whether scientific consensus leans more heavily in one direction. 

Directly calling out the position taken by Exxon in these historic documents, a 
highly sighted 2017 paper29 by Harvard Department of the History of Science researchers 
compared peer-reviewed internal scientific research funded by the oil company, that 
clearly proved the anthropogenic origins and significance of climate change, against 

 
25 Banerjee, Song, and Hasemyer, ‘Exxon’s Own Research Confirmed Fossil Fuels’ Role in Global 
Warming Decades Ago’. 
26 Glaser, M.B., ‘CO2 “Greenhouse Effect”’ (Exxon Research and Engineering Company, 12 November 
1982), https://www.climatefiles.com/exxonmobil/1982-memo-to-exxon-management-about-co2-
greenhouse-effect/. 
27 Glaser, M.B., 2. 
28 Carlson, Joseph, ‘The Greenhouse Effect’ (Exxon, 3 August 1988), 2, 
https://www.climatefiles.com/exxonmobil/566/. 
29 Geoffrey Supran and Naomi Oreskes, ‘Assessing ExxonMobil’s Climate Change Communications 
(1977-2014)’, Environmental Research Letters 12, no. 8 (2017). 
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advertorials (paid, editorial style advertisements) that aimed to discredit and cause doubt 
on similar research being conducted in the public realm.  In this paper and an addendum 
published in 2020,30 Supran and Oreskes determined with a high degree of confidence 
that ExxonMobil deliberately misled the public. 

In a more recent paper,31 Supran and fellow researchers Rahmstoff and Oreskes 
built on their previous work to quantitatively assess the research conducted by 
ExxonMobil scientists between 1977 and 2003 and found that "...most of their projections 
accurately forecast warming that is consistent with subsequent observations."32  Supran et 
al also found that ExxonMobil generated and buried scientific data that contradicted some 
of the common climate change disinformation strategies including that the world was 
actually cooling and would enter a mini ice age (impact denial) and that there was 
uncertainty about when the effects of anthropogenic climate change would be observed. 

ExxonMobil worked to deny it—including overemphasizing uncertainties, 
denigrating climate models, mythologizing global cooling (trend denial), 
feigning ignorance about the discernibility of human-caused warming 
(attribution denial), and staying silent about the possibility of stranded 
fossil fuel assets in a carbon constrained world.33 

 

In addition to oil and gas, the coal industry knew about the ability of CO2 
emissions to warm the atmosphere as early as 1966.34  A 1966 article in the Mining 
Congress Journal identified that as, "…the CO2 envelope reduces radiation, the 
temperature of the earth’s atmosphere will increase and that vast changes in the climates 
of the earth will result."35 The article goes on to posit that the melting of the polar ice 
caps will cause sea levels to rise inundating cities like New York and London.  
Unsurprisingly, large automakers like Ford and GM had internal scientists raising 
warnings to senior executives about the effects of CO2 and the impact on earth's climate 
in the 1970s, information these companies purposefully ignored increasing the size and 
thus emissions of their product instead.36 

Industry groups representing electrical power generating utilities have known 
about the possibility of anthropogenic climate change since as early as 1968 when the US 
President's science advisor briefed an industry convention on the threat of CO2.  At least 

 
30 Geoffrey Supran and Naomi Oreskes, ‘Addendum to “Assessing ExxonMobil’s Climate Change 
Communications (1977-2014)”’, Environmental Research Letters 15, no. 11 (2020). 
31 Geoffrey Supran, S. Rahmstoff, and N. Oreskes, ‘Assessing ExxonMobil’s Global Warming Projections’, 
Science 379, no. 6628 (2023). 
32 Supran, Rahmstoff, and Oreskes, 1. 
33 Supran, Rahmstoff, and Oreskes, 0. 
34 Young, Elan, ‘Coal Knew, Too’, Huffpost, 22 November 2019, https://www.huffpost.com/entry/coal-
industry-climate-change_n_5dd6bbebe4b0e29d7280984f. 
35 Garvey, James, ‘Air Pollution and the Coal Industry’, Mining Congress Journal 25, no. 8 (August 1966). 
36 Winters, Joseph, ‘Ford and GM Knew about Climate Change - and Covered It up for Decades’, Grist, 27 
October 2020, https://grist.org/climate/ford-and-gm-knew-about-climate-change-and-covered-it-up-for-
decades/. 
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one major industry group, the Edison Electric Institute (EEI), even coordinated funding 
from various electric utilities to conduct more in-depth research into the effects of CO2.  
Despite knowledge from various sources about the impacts of climate change, these 
industry groups decided in the late 1980s to transition to sowing doubt around the 
scientific consensus of climate change, including EEI leading an ad campaign that aimed 
to frame global warming as more theoretical than it was (consensus denial).37 

In what could be considered one of the most significant historical records of the 
oil and energy industry's early concerted efforts to counter global initiatives to respond to 
anthropogenic climate change, a group led by the API drafted a comprehensive action 
plan in response climate change actions agreed to in Kyoto, Japan in December 1997.  
The Global Science and Communications Action Plan (referred to as the Plan below) was 
generated with input from industry (Exxon, Chevron, Southern Company, etc.) and think 
tanks (Science and Environmental Policy Project, Americans for Tax Reform, etc.) and 
set out specific actions to take to leverage the uncertainty surrounding climate change to 
their benefit.38  The situational analysis at the beginning of the Plan highlights that the 
Clinton Administration agreed to the Kyoto Protocol despite there not being consensus 
that climate change was real and that opposing scientific views had not been provided a 
suitable level of attention. 

The basic premise underlying the Plan that there was no consensus is incorrect as 
research in 2004 that looked at 928 abstracts from reviewed scientific journals 
surrounding this period found that 75% fell into a category that accepted a consensus 
view that climate change exists and is human caused with the remaining papers taking no 
position and none disagreeing on the consensus.39  Further research conducted in 2013 
looked at a broader sample of nearly 12 000 abstracts with the topic of climate change or 
global warming and found that of those that expressed a clear position on global 
warming, over 97% attributed it to anthropogenic origins with only a very small (and 
diminishing over time) number of papers rejecting human causes.40 

As the foundation of the Plan is formed around scientific uncertainty, it’s 
important to define the term.  In common language, uncertainty can be defined as, “the 
state of being uncertain; doubt; hesitancy,”41 about a subject or topic.  From a scientific 
perspective uncertainty, “…conveys the degree to which something is known.”42  The 
difference in meaning of the word uncertainty in science and general use was found to be 

 
37 ‘Utilities Knew: Documenting Electric Utilities’ Early Knowledge and Ongoing Deception on Climate 
Change From 1968-2017’, Energy and Policy Institute (blog), accessed 31 January 2023, 
https://www.energyandpolicy.org/utilities-knew-about-climate-change/. 
38 Walker, Joseph et al., ‘Global Climate Science Communications - Action Plan’, 3 April 1998, 
https://www.climatefiles.com/trade-group/american-petroleum-institute/1998-global-climate-science-
communications-team-action-plan/. 
39 Naomi Oreskes, ‘The Scientific Consensus on Climate Change’, Science 306, no. 5702 (3 December 
2004). 
40 John Cook et al., ‘Quantifying the Consensus on Anthropogenic Global Warming in the Scientific 
Literature’, Environmental Research Letters 8, no. 2 (May 2013). 
41 ‘Definition of Uncertainty | Dictionary.Com’, www.dictionary.com, accessed 26 February 2023, 
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used in popular press articles about global warming to form a boundary of sorts between 
the general public and climate scientists, contributing to a lack of consensus on the issues 
and thus limited political will to act.43  As science will never state that something is 
definitively known, there will always be an element of uncertainty, but this does not 
mean there can’t be broad consensus on a topic, as there is with climate change.  The 
tactic of using scientific uncertainty to significantly delay legislative action on any 
number of issues until the science is 'proven' has been proposed as an aptly named 
political-economic tactic, Scientific Certainty Argumentation Methods,44 a term that has 
unfortunately not picked up significant traction within the scientific community. 

The Plan built on the idea that the theories at the heart of global climate change 
had not been suitably challenged and set out the goal to both ensure the Kyoto protocol 
isn't endorsed by American law makers and that, "...there are no further initiatives to 
thwart the threat of climate change."45  The language in the Plan demonstrates a nefarious 
approach to protecting the vested interests of the organizations its drafters represent, 
including building relationships with scientists working in the climate field that support, 
"...our position," and looking for opportunities to, "...maximize the impact of scientific 
views consistent with ours with Congress, the media and other key audiences."46  While 
purporting to have the aims of providing a more balanced view of the independent 
science surrounding climate change the Plan very clearly identifies promoting a one 
sided, guided view of the subject including identifying and recruiting and training less 
well known scientists to contribute to media outreach. 

Most worrying is a section of the plan titled "Victory Will be Achieved When" 
that includes a number of concerning bullet points such as (quotation marks taken 
directly form the document): 

- Average citizens [and the media] "understand" (recognize) uncertainties in 
climate science; recognition of uncertainties becomes part of the 
"conventional wisdom" 

- Media coverage reflects balance on climate science and recognition of the 
validity of viewpoints that challenge the current "conventional wisdom" 

- Those promoting the Kyoto treaty on the basis of extant science appear to 
be out of touch with reality.47 

 

 
43 Stephen C. Zehr, ‘Public Representations of Scientific Uncertainty about Global Climate Change’, Public 
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44 William R. Freudenburg, Robert Gramling, and Debra J. Davidson, ‘Scientific Certainty Argumentation 
Methods (SCAMs): Science and the Politics of Doubt’, Sociological Inquiry 78, no. 1 (18 January 2008). 
45 Walker, Joseph et al., ‘Global Climate Science Communications - Action Plan’, 3. 
46 Walker, Joseph et al., 6. 
47 Walker, Joseph et al., 3. 
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While the Plan identified funding envelopes of over $6 million directed to 4 
detailed strategies, including the establishment of a Global Climate Science Data Center, 
all with the aim of disrupting consensus prior to the UN Climate Conference in Buenos 
Aires in late 1998, it's not clear whether the Plan was officially implemented.  Regardless 
of the status though, the tactics and strategies set out in the document clearly formed the 
basis of industrial efforts to confuse the general public, erode consensus and stymie 
necessary action to combat climate change for the decades to follow. 

Further Denial Variant Discussion 

While the Plan clearly set out ambitious plans to put considerable efforts towards 
consensus denial, it’s worth exploring the other denial variants a bit further. Trend denial, 
that no significant warming is taking place, is in the modern era of misleading 
information the least common of the denial categories.48  It's use historically though 
formed the foundation for the political narrative discouraging taking suitable action on 
climate change.  Jacques et al looked at nearly 150 English language books published 
between 1972 and 2005 that took an environmentally skeptical stance and found that over 
90% were generated by conservative think tanks with the aim of countering a growing 
environmental movement.49  Through analysis of the contents of the books and the 
political climate in the US during the time these sources were published, it was 
determined that they, "...contributed to the decline of US support for environmental 
protection in [the preceding decade]."50  That the early efforts of trend denial are 
solidified in the belief system of specific populations is reinforced by further research 
that found overall levels of denial increased in the first decade of the 21st century and 
that conservative white males are most likely to espouse views that climate change is not 
something to be concerned about through a phenomenon called identity-protective 
cognition.51  "[The] relevant literature suggests that the campaign to deny the reality and 
significance of anthropogenic climate change has been a crucial factor contributing to the 
current policy stalemate."52 

Attribution denial (or skepticism) as a category is attributed to Rahmstorf53 and 
includes those persons who ascribe to the idea that while the earth's climate may be 
changing, it's not due to human activities.  An early contributing idea to this category was 
that CO2 was being released by the world's oceans, something that has been completely 
debunked54 with the opposite being true that the oceans are absorbing carbon to the 
detriment of marine vegetation.  A further theory espoused by those who deny that 
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Question of an Increase of Atmospheric CO2 during the Past Decades’, Tellus 9, no. 1 (1957). 
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human activity is at the heart of climate change is that CO2 does not lead to warming as 
atmospheric bands are saturated to the point that further re-emission of infrared energy55 
back to earth isn't possible.56  The primary idea used to propagate attribution denial is that 
there are other natural phenomenon causing warming including volcanic activity and 
variations in solar radiation.  While it is true solar and volcanic activity do influence the 
earth's atmosphere, extensive scientific research into their impact has found that they are, 
"...much smaller than the estimated radiative force due to anthropogenic changes."57  
While there are still some think tanks or institutions that continue to distribute small 
amounts of propaganda pushing the attribution narrative, it has generally been debunked 
to the extent that it's no longer an effective delaying tactic. 

As an example of an organization that continues to employ these tactics, the 
Heartland Institute recently aimed at discrediting climate science by distributing eight 
thousand copies of a book it produced "Climate at a Glance" to secondary schools across 
the United States.  Statements from the institute indicate that the book provides data to 
show that the impact of any potential change to the climate is not significant and that the 
information is being provided to supplement existing material the teachers are using.  
Fortunately, previous similar and much larger book distributions in 2017 (350k copies) 
seem to have been sufficiently ineffective, with most teachers choosing instead to use 
them to teach about disinformation, that Heartland committed a much more modest effort 
in this instance.58 

Impact denial, or perhaps more broadly uncertainty about how climate change 
will impact humans, other species and the natural environment, is more prevalent than the 
previously discussed forms of denial.  Studies looking at the UK, which has a broader 
societal consensus regarding the need to take action to counter climate change, found that 
even amongst those that agree human activities are modifying the climate, there is 
confusion about what, or how significant, the impacts might be.59  While it's easy to 
understand how there can be doubt surrounding the possible impacts of anthropogenic 
climate change, given the extremely long timeframe surrounding when these effects will 
be encountered, the concern is that this uncertainty is leveraged by those that benefit from 
inaction.  The climate skeptics that push impact denial as a means of delaying action on 
climate change tend to highlight the potential positive consequences of a warmer climate, 
such as increased arable at higher latitudes, but tend to ignore the rapidity at which these 
changes will take place, especially from the perspective of a society with infrastructure 
and systems very much built for the current climate.60 
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A further strategy of those that seek to misinform the broader public through 
impact denial is to make the case that the high-level science surrounding climate change, 
including documents like the International Panel on Climate Change (IPCC) reports, 
exaggerate the potential impacts of climate change.61 Beyond being simply misleading, 
these actions have been found to have potential secondary detrimental effects.  As the 
science underpinning the knowledge of climate change is constantly scrutinized it 
becomes biased by the Asymmetry of Scientific Challenge, which means that scientists 
become more cautious about the results they publish.62  From a climate change 
perspective this would mean that the effects of climate change in the future could be 
worse than what is currently being predicted.  In a similar vein, groups like the Heartland 
Institute’s extreme propaganda contributes to the radical flank effect, which means by 
espousing more extreme positions with respect to disinformation on climate change, more 
moderate yet still misinforming positions can be found to be more plausible.63 

While the use of tactics of outright denial surrounding climate change have waned 
in recent years, the long term damage caused by these efforts persist and will be very 
difficult to reverse.  Treen et al in there 2020 literature review about online 
misinformation and climate change highlight that a significant number of researchers 
have posited that the doubt created by misinformation surrounding climate change has 
directly contributed to lack of support for the necessary political action to enact 
mitigation policies.  The paper goes on to identify that there are a smaller number of 
researchers that do not believe that clearer information for the electorate would lead to 
broader motivation to implement the significant policy changes required to mitigate 
climate change, proposing the debate is closer to politics than science at this point.64 

3. CLIMATE CHANGE DENIAL STAKEHOLDERS 

Having considered some of the historical strategies used to prevent action in 
response to climate change from a denial framework the paper will now review the 
interests and efforts of the key players in the misinformation space.  Björnberg et al in 
looking at who denies climate change introduced six categories (with some overlap) of 
actors65 that provide a further useful framework in discussing historic and ongoing efforts 
to mislead.  These categories of actors are: 

• Scientists; 
• Governments; 
• Think tanks, institutes and lobbyists (referred to as Political and Religious 

organizations by Björnberg et al); 
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• Industry (often coal and oil extraction, but also steel, mining and automotive); 
• Media (particularly those with right wing affiliation); 
• Public (particularly conservative white males). 

 

Scientists 

While the vast majority of peer reviewed scientific literature (over 99%66) agrees 
that anthropogenic climate change exists, there remains a small group of scientists that 
undermine efforts to take the necessary action.  These efforts are often quite subtle, 
research investigating over 170 blogs found efforts by scientists to make existing climate 
research more accessible, but while doing so re-interpreting the results to enable doubt in 
a climate skeptical audience.67 

Notably, while conducting research for this paper a number of what could be 
considered misleading scientific papers68 were discovered as ‘Recommended Articles’ 
listed directly alongside reputable peer reviewed sources found through CFC’s 
recommended search tool Summon.  At first glance, these articles appear to be legitimate, 
especially due to their having been sourced through reputable academic sources.  The 
lack of, or limited, cited references is the key identifier of their questionable integrity, but 
the papers serve their purpose as both a ‘scientific’ source for a counter narrative directed 
at a non-discerning audience and to muddy the waters of scientific debate. 

There have always been experts willing to back up a ‘profitably mistaken 
viewpoint’; there have always been efforts ‘to cover the issue in a thick 
fog of sophistry and uncertainty’ and to ‘unearth yet one more reason why 
the status quo is best for us’69 

While the primary reason for scientists to promote the narrative that climate 
change is not a concern is that they work for think tanks like the Marshall Institute in the 

 
66 Mark Lynas, Benjamin Z Houlton, and Simon Perry, ‘Greater than 99% Consensus on Human Caused 
Climate Change in the Peer-Reviewed Scientific Literature’, Environmental Research Letters 16, no. 11 
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US70 or the Institute for Public Affairs in Australia,71 there exist other motivators for 
contrarian scientists.  The dwindling few scientists questioning the majority are 
predominantly experts outside the field of climate science (physicists or meteorologists) 
who take the opposing view in response to shifting research focus and funding that sees 
their role being reduced.72 

Governments 

As mentioned, various disinformation efforts have had the effect of preventing 
sufficient public political will to accept policy change that would counter climate change, 
thus limiting options for the politicians.  Politicians themselves and the governments they 
lead are also culpable in spreading the narrative dismissing action on climate change. 

The US Supreme Court's Citizens United decision in early 2010, whereby they 
removed legislation that prevented unlimited elections spending by corporations or 
special interest groups, can be considered a critical turning point in the fight against 
climate change by the country most responsible for cumulative historic levels of CO2 
emissions.73  Prior to 2010 there was bipartisan acknowledgement of the threat of climate 
change and various legislative efforts underway to combat the issue as demonstrated by 
the We Can Solve It advertisement that aired in 2006 featuring Democratic and 
Republican Speakers of the House.74  A drastic change was observed in the 2012 
presidential elections where funding from fossil fuel interests surged in support of the 
Republican challenger and attacks on the incumbent president's record on energy issues.  
In total, industry spending on advertising bested that spent by clean energy advocates by 
a factor of 4, a sharp contrast from the 2008 election.75 

Politicians sometimes get in the way of taking action to counter climate change 
despite there being strong public opinion in favor of it as was the case with conservative 
Prime Ministers Stephen Harper of Canada and John Howard of Australia.  Both leaders, 
likely influenced by fossil fuel lobbying, spent their terms acknowledging climate change 
but acting in an impact skeptical manner to take minimal action.76  Leading the US 
around the same period, George Bush junior's administration significantly undermined 
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any efforts to combat climate change, often allowing fossil fuel funded think tanks to 
directly provide input on policy.  The Bush government espoused consensus denial ideas 
throughout and suppressed government scientific work that went counter to these 
efforts,77 something the Harper government was known to do as well.78 

The Trump administration did significant damage to efforts to reduce emissions 
and tackle climate change.  Just one early example was employing Myron Ebell, an 
impact denialist who ran the anti-climate campaign of the Competitive Enterprise 
Institute (CEI) that consistently opposes legislation to limit carbon pollution, as the 
transition team lead for the Environmental Protection Agency (EPA).79  The list of 
regressive actions taken under President Trump’s leadership is lengthy, but perhaps most 
concerning is the significant resurgence of denial efforts in the US during his tenure and 
unfortunately other Republican presidential front runners appear to benefit from taking a 
stance denying science in which climate change is a key target.80 

The other branches of US government, including the judiciary, have been 
influenced by industry to get in the way of effective action on climate change.  In 2015 
President Obama's administration set out a comprehensive Clean Power Plan that 
included significant measures to reduce demand through efficiency while incentivizing 
alternative forms of power generation.  Despite taking industry comments into account 
while developing the new law, when it was released, a group consisting of twenty-seven 
states, coal producers, electrical utilities and various business interests sued the 
Environmental Protection Agency to stop the implementation of the plan.  In what was an 
unprecedented act the US Supreme Court, with a conservative majority at the time, 
stayed the implementation of the Clean Power Plan without any other single court 
adjudicating on its merits.81 

Think Tanks, Institutes and Lobbyists 

Carbon emitting industries have several trade associations to represent their 
interests in politics through lobbying.  One of the first and most obtrusive, the Heartland 
Institute was founded in 1984 and through its first couple of decades received hundreds 
of thousands of dollars from fossil fuel companies and the billionaire Koch brothers.  As 
blatantly denying climate change became no longer desirable, direct funding from big oil 
dried up by 2007, though the institute still received millions of donations from 
undisclosed donors and continue to utilize proven, yet debunked, messaging.82  More 
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subtle in their approach, the API that has spent between $5 and $9 million each of the last 
10 years.83  Beyond lobbying efforts to weaken legislation that would limit carbon 
emissions or modify existing environmental protections that impact the fossil fuel 
industry84, the API also spends millions of dollars touting the ‘efforts’ of the industry to 
contribute to the fight against climate change.85 

By far the biggest lobbying organization by money spent is the US Chamber of 
Commerce (Chamber) averaging over $75 million per year (more than 3 times the next 
largest spender cumulatively).86  The amount spent by the organization isn't surprising 
given that it is the largest representative of business interests in the world.  Worrying is 
that the Chamber has been identified as standing out for having a significant negative 
impact on climate policy, consistently ranking in the top 3 most influential industry 
associations in the Corporate Climate Policy Footprint report that quantitatively scores 
stakeholders based on their influence over climate policy.87  Significantly, the Chamber's 
score is consistently worse than the scores of most petroleum companies and is bested 
only by petroleum industry associations for the worst ranking overall.  As the Chamber 
does not disclose its funding sources, it's difficult to determine exactly how much it is 
influenced by carbon emitting industries, but its track record of promoting fossil fuels 
would surprise and concern its broad membership base. 

Beyond dark money contributions to political candidates who oppose action on 
climate change, the Chamber also regularly enters into legal challenges with the EPA, 
including attempting to block legislation to counter the public health effects of emissions 
and the Clean Power Plan aimed at reducing emissions from power generation.88  In 
addition to legislation, the Chamber has funded high level reports looking at economic 
impacts of regulation, including one89 that was found to make extreme assumptions and 
result in financial estimates that were implausibly high, but was used nonetheless as 
justification by President Trump in withdrawing from the Paris Climate Accord.90 
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The Real Estate industry isn't discussed with any sort of regularity within climate 
policy research but was found by Culhane et al to have played a role in degrading 
regulatory efforts meant to improve energy efficiency of residential buildings.  The 
industry lobbied against legislation that would drive greater energy efficiency into new 
construction and would require energy efficiency information to be available for 
prospective buyers, under the guise that all of this would make housing unaffordable, 
stating that, "...homeowners should move in this direction at their own pace."91 

There is a significant disconnect between public desire to take meaningful action 
on climate change and the legislation that ends up being passed by the lawmakers that 
represent them.  Research looking at legislative testimony in Massachusetts, a 
traditionally green leaning state and one that allows broader public consultation on laws 
being considered (a key reason law making at the state level was studied), found that over 
90% of the testimony delivered by individuals supported prioritizing protecting the 
environment and taking action on climate change.92  Despite this strong public consensus, 
during the period studied there were, "...no major advances in the legislature on climate, 
and no obvious focusing events."93  The research goes on to investigate the influence that 
lobbying and special interest groups had on blunting the effects of any proposed 
legislation and found that professional and well-funded lobbyists had significant more 
influence in the late stages of the law making process, with bills that are passed showing 
a bias to the interests of industry.  In fact, despite those in favor of environmental 
protection laws outnumbering industry representatives nine to one, they were outspent by 
over 350%.94 

Unfortunately, the effective lobbying effort that has stymied the necessary 
legislation in the US has expanded to have broader influence.  The most recent 
Conference of Parties (COP27) that took place in Egypt in late 2022 saw an 
unprecedented number of industry lobbyists attend with an overall increase of over 25%, 
a trend that is expected to continue.95  The significant funding and expert one sided 
influence these stakeholders bring to a meeting that is critical for building global 
consensus is very concerning.  US conservative think tanks have also been found to have 
increasing influence in the legislative efforts of other countries.  A study looking at books 
denying climate change, several of which are produced by individuals with no scientific 
training and less than 10% are published with any peer review, have been found to spread 
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misinformation to other nations with conservative media and politicians citing the 
incorrect claims found within.96 

Industry 

The fossil fuel industry started to get organized in the late 1980s when, "…the 
public [became] increasingly concerned about climate change [and] they saw momentum 
gather in Congress and the White House for action to reduce demand for [their] 
products."97  Prior to this inflection point, various fossil fuel companies actively 
contributed to research looking at the impacts of CO2 in the earth's atmosphere, but once 
their bottom line was threatened, they copied the tobacco industry's misinformation 
playbook and employed many of the same PR firms and advertising agencies to counter 
political efforts.98  Of note, the efforts to sow confusion around climate change evolved 
from the strategies used to counter the science that smoking cigarettes causes cancer in 
that the tactics employed include accusing climate researchers of being part of a mass 
conspiracy that generates fake data to prove particular results.99 

Beyond the ever-changing strategies to sow doubt surrounding climate change, a 
key strategy employed by industry was setting up various front groups to disseminate the 
disinforming messaging.  These front groups allow companies to advertise the altruism of 
their brands, protecting their corporate reputation and social license to operate, while 
simultaneously undermining informed political debate on topics that would impact their 
business.  The anti-climate front groups which number well over 100 are stood-up or 
disbanded based on utility or need and are purposefully funded through various 
middlemen using dark money to give the companies an acceptable level of deniability as 
to their involvement.100  The funding, and thus impact, of these various groups is 
significant; one piece of research determined that over $7 billion of funding was collected 
cumulatively by 91 anti-climate groups over an 8 year period, with the sources of most of 
this funding being difficult to determine as it's funneled through donor directed 
philanthropies.101 

This network was created by fossil fuel industry leaders to create the 
illusion of an organic grassroots movement; and to have more shells to 
hide behind, creating a “front group whack-amole” apparatus; all to better 
mislead the public, the press, and policymakers.102 
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In September 2021, the US House of Representatives Committee on Oversight 
and Reform started an "…investigation into the fossil fuel industry's decades-long climate 
disinformation and greenwashing campaign… requesting documents from Exxon, 
Chevron, BP [British Petroleum], Shell, API and the Chamber of Commerce."103  
Evidence collected by the Committee further proves that the image advertised by these 
companies and organizations directly contradicts their operations that continue with 
limited actual change.  The committee found that recent claims by oil companies about 
their aim to be ‘greener’ by investing in alternative energy sources for the future have at 
their core the intent only to provide sufficient plausible coverage that they're doing 
something to allow them continue business as usual, resulting in record profits104 well 
into the future.  These greenwashing efforts, identified in internal correspondence 
gathered by the committee, include touting reductions in CO2 emissions from production 
by reducing gas flaring105 and production equipment efficiencies, all the while actively 
neglecting, "...taking accountability for the emissions of [their] products."106  As specific 
example, Chevron has committed to a 5% reduction in operating emissions by 2028 all 
while continuing exploration that will increase overall production and emissions.107 

 Even determining the extent of the duplicity proved difficult due to the lack of 
reasonable cooperation.  At an initial hearing for the investigation in October 2021, 
executives from all six entities acknowledged the significant threat of anthropogenic 
climate change, admitted to the notable greenhouse gas contributions of their operations 
and pledged to act to improve the situation.  Despite this initial cooperation, all the 
industry players failed to cooperate further with the investigation, not responding to the 
Committee's initial voluntary request for documents and failing to appear at subsequent 
meetings in February and September 2022.  Even when subpoenaed to provide 
documentation to the Committee, these companies obfuscated considerably, using the 
excuse of First Amendment rights [freedom of speech] or business information 
sensitivities, neither of which were legally valid.  When large volumes of documentation 
were eventually provided, the Committee found that key documents were either missing 
or important information was redacted.  As example, Exxon and Shell withheld or 
redacted minutes from important board meetings, while Chevron heavily redacted a slide 
that detailed planned company expenditures out to 2030 and BP redacted internal 
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correspondence that detailed the company's guiding principles on methane, a gas with a 
large global warming potential.108 

The industry groups were perhaps more nefarious in their eventual participation, 
with API redacting important emails with other trade groups that had the subject line 
"reconciliation coordination" a reference to aims to influence the budget reconciliation 
bill that would lead to the Inflation Reduction Act a signature piece of US legislation to 
counter climate change.  The Chamber of Commerce inundated the Committee with large 
volumes of irrelevant information like mass mailers and emails, copies of press releases 
and print outs of websites, while refusing to provide any of the internal documents 
requested in the subpoena.109  This sort of behavior certainly points to organizations with 
a lot to hide and questions the validity of pledges to be trusted partners in the fight 
against climate change. 

Media 

Corporate control of the media in the United States has been leveraged to skew 
the discussion around climate change in many ways.  Based on journalistic norms, for a 
significant duration of the early discussion around climate change, media aimed to 
provide balance by seeking counter opinions from the far smaller community of scientists 
that rebut anthropogenic climate change and are often funded by think-tanks usually 
associated with the fossil fuel industry.110  This strategy had the effect of portraying that 
the consensus around the causes of climate change was split roughly down the middle 
when in fact by the mid-2000s approximately 97% of the scientific community supported 
that human activity was at the heart of climate change.  Since most of the general public 
receives their information surrounding climate change from mass media, vice 
academically scrutinized papers or lengthy IPCC reports, the misinforming effect can be 
significant.  Quantitative analysis completed by Boykoff found that 70% of US television 
news coverage included balanced coverage between scientists proving anthropogenic 
climate change and those espousing that it wasn't a human caused phenomenon.111  
Fortunately this false balance has dissipated, but some right leaning media still provide an 
amount of coverage to climate contrarian views, likely driven by moneyed interests 
steering the priorities of these forums.112 

While traditional news media, save for those networks with a financial interest in 
sowing doubt like Breitbart, the Washington Times and the Daily Wire,113 have shifted to 
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providing a more accurate representation of the significance and consensus surrounding 
climate change, the advent and pervasiveness of social media has played an outsized role 
in sowing disinformation and delaying critical action.  Significant money is spent on 
advertising by fossil fuel-linked entities, usually aligned with the lead up to major climate 
conferences or when potentially restricting legislation is being discussed.  As an example, 
in the lead up to and during COP27, Meta determined that there were 3781 
advertisements active across Facebook and Instagram worth a total estimated expenditure 
of $4 million, with most of the messaging aiming to impact emotions surrounding 
livelihoods, national security and energy sovereignty.114  Research looking at 
disinformation and the 2016 US federal election found that over 62% of adults use social 
media as their primary source of information, meaning that any disinformation shared in 
this space has a significant impact.115 

Though a very difficult area to research, as all social media and tech companies 
fiercely protect the intellectual property of their algorithms, there appears to be financial 
influence in what information gains prominence on some platforms.  Again, as part of the 
lead up to the COP27, the Twitter hashtag #ClimateScam spiked in popularity gathering 
362k mentions by the close of the conference.  The term achieved a level of prominence 
on the Twitter interface when searching ‘#climate’, over the more regularly popular terms 
like #ClimateCrisis and #ClimateEmergency, to a level that, “…cannot be explained 
through personalization (e.g. browsing history), volume of content (i.e. prevalence of the 
phrase) or popularity.”116 

Perhaps the biggest challenge with social media being used to spread 
disinformation that delays action on climate change is how difficult it is for most people 
to discern fact from fiction in the online space.  Even discerning individuals who are 
aware of the manipulating effects of the algorithms that underpin social media will find it 
difficult to find alternate points of view to challenge their beliefs, as search results often 
limit the information that’s presented to that which best aligns with previous browsing 
habits.117  As part of a subconscious effort to determine the validity of information 
encountered online, researchers found that most people assess the truthfulness of 
information based on how much they trust the individual sharing the information on 
social media.118  For the most part this is not an effective strategy as social media tends to 
exacerbate the problematic aspects of homophily in that like-minded users tend to form 
echo chambers where dissenting voices are challenged, with those users likely to just 
leave the group.119 
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Public 

The final climate denial player is the public that is targeted with disinformation 
and then further shares it as misinformation, which has resulted in ingrained polarization 
leading to limited meaningful action.  The right left polarization is an important factor 
when considering someone’s likelihood to believe and spread misinformation.  Likely 
due to the historical influence of misinformation campaigns, polling data from the early 
2000s shows a very clear split between liberals and conservatives on the subject of 
climate change with the latter significantly more likely to deny its existence, downplay its 
severity and question the science.120  This divide in beliefs has forced Republican 
politicians in the US to take a position inimical to the agreed science, with those that 
won’t losing election funding support and often their office.  While the general 
population in the UK is far more certain about climate change and thus grants the 
political will for more drastic emission reduction efforts, there still exists a skeptical 
element of the population.  Research looking at postal surveys in the UK has found that 
the those that were skeptical were more likely to be older, poorer, conservative and male.  
Worryingly, this same research found that roughly 40% of the survey respondents 
incorrectly believed that climate scientists were divided on the anthropogenic nature of 
climate change, showing the far-reaching impact of denial efforts.121  That there exists 
even a strong minority of individuals who hold difficult to challenge beliefs contrary to 
climate change is very concerning given the amplifying power of modern social media. 

As an example of how pervasive, omnipresent, and self-developing climate 
change misinformation has become, over the course of drafting this paper, an entirely 
new conspiracy narrative has arisen surrounding an urban planning concept called the 15-
minute city.  The idea first proposed in 2016 and attributed to Carlos Moreno suggests 
that cities be planned in such a way that people can walk or cycle to the services they use 
every day like shopping, restaurants, social spaces, schools and as much as possible their 
place of employment.122  In addition to the goal of reducing the need for un-necessary 
trips by car with an associated reduction in CO2 emissions, the concept also promotes 
improved human health due to reduced pollution and improved quality of life with more 
connected communities. 

Unfortunately, in early 2023 this seemingly beneficial concept became the 
foundation of a conspiracy narrative that people would be confined to their 15-minute 
zone in future climate change lockdowns or would be forced to buy credits to travel 
beyond their allocated region.123  While it's difficult to attribute this conspiracy to a 
particular disinforming actor, one potential explanation is a conflation with traffic 
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calming measures being rolled out in Oxford and the 15-minute concept, which led to 
2000 people protesting in that city and even a British MP sharing the conspiracy 
online.124  The conspiracy, which has resulted in Moreno receiving death threats,125  has 
spread to the extent that the notions of climate lockdowns and the need to buy credits 
were discussed in serious conversation amongst dining JCSP students.  How quickly 
these narratives develop and how far reaching they can become shows how damaging 
false information can be. 

4. DISCOURSES IN DELAY 

While the tactics of outright denial of climate change as a phenomenon or its 
human causation have generally waned, there continues to be ongoing efforts to delay 
sufficient action being taken to mitigate the effects of climate change.  While the tactics 
being used are varied and constantly being adapted, a useful framework developed by a 
large group of researchers, looking at climate related media content in Germany, Norway, 
the UK and the US, and published by Cambridge University provides a useful means of 
investigating the topic.  Lamb et al's paper introduces 12 climate delay discourses, that is 
strategies that leverage discussion about what should be done, who should be responsible, 
how the costs should be covered, etc. in such a manner as to reach an impasse about what 
to do or make it seem like action isn't possible.  These discourses are divided into 4 
categories; those that redirect responsibility, push non-transformative solutions, 
emphasize the downsides and argue for surrender to the effects.126  That these delay 
discourses are so effective can be attributed to the foundation laid by decades of 
denialism efforts that have left broad sections of the population and lawmakers skeptical 
or confused about the significance of climate change.127 The discourses within each of 
these categories are summarized in Figure 1 below and discussed in the following 
section. 
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Figure 1 – Summary of Discourses of Delay128 

Redirect Responsibility Discourses 

The Individualism discourse, "…narrows the solution space to personal 
consumption choices, obscuring the role of powerful actors and organizations in shaping 
those choices and driving fossil fuel emissions."129  Perhaps the most significant example 
of the individualism discourse is the term Carbon Footprint which was popularized in an 
early 2000s advertising campaign designed for British Petroleum (BP) by the powerhouse 
public relations firm Ogilvy and Mather.  As part of the Beyond Petroleum campaign, a 
carbon footprint calculator was developed where individuals could determine what their 
personal impact was, thereby creating the idea that climate change was an individual 
responsibility and less so that of large oil producing companies.130  While individual 
responsibility is important, the individualism narrative obscures the fact that there is a 
limit to how much someone can reduce their consumption given the established 
environment in which they live their life.  As an example, it is very difficult to live a car 
free life in most North American cities designed with sprawling suburbs, inadequate 
public transit and poor infrastructure alternatives for cycling or walking.  Lamb et al posit 
that it would be more productive to, "...focus attention on the collective potential of 
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individual actions to stimulate normative shifts and build pressure towards 
regulations."131  Notably when conducting research for this paper, looking into strategies 
to encourage a population level reduction of CO2 emissions, it took numerous changes in 
search terms to get away from results solely aimed at actions individuals can take to 
reduce their 'carbon footprint'. 

A second discourse within the redirect responsibility category, and one that is 
used extensively in Canadian conversation on the topic of climate change, is 
whataboutism, whereby the case is made that countries that produce greater amounts of 
greenhouse gasses aren't taking significant action so we shouldn't either.  While there is 
some truth to the argument that large emitters need to do their part in reducing emissions, 
this discourse is inadequate when you consider that both Canada's per capita and total 
cumulative emissions place the country in the top 10 worst polluting countries.132  For a 
wealthy industrialized country there should be a desire to take a leadership role in 
developing policy and technology to reduce emissions and become a role model for other 
countries.  Whataboutism is also employed below the nation state level, with various 
industries or sectors calling each other out when proposed legislation might provide well 
considered exemptions for certain emitters.133 

The final discourse in the redirect category is the free rider dilemma which posits 
that certain industries or countries stand to benefit by not taking action to reduce their 
emissions, when their competition is making investments and changes in business 
direction to reduce theirs.134  The free rider discourse is at the heart of President Trump 
withdrawing the US from the Paris Climate Accord, citing in a press release the 
significant financial cost and loss of jobs affecting American competitiveness.135  
Unfortunately the free rider issue is not imagined, with documents collected by the US 
House of Representatives investigating fossil fuel industry disinformation showing that 
Chevron strategy documents stated that they will continue to invest in fossil fuels to, 
"...take advantage of consolidation in the industry."136 

Push Non-Transformative Solutions Discourses 

The discourses in the push non-transformative solutions category all aim to make 
the case that disruption to our current way of life isn't necessary to combat climate 
change.  The first and probably most prevalent discourse involves significant optimism 
that there will be a technological solution to the climate crisis.137  Technological 
optimism includes both over praising the impacts of technological improvements, such as 
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the progress made in rolling out significant renewable energy generating infrastructure or 
the subsidization of electric vehicles.  While renewable energy will play a critical role in 
a carbon free future, without policy changing how we use resources there is a very real 
possibility Jevon's paradox138 will result in any net reductions in emissions simply being 
undone by ever increasing consumption. 

Electric vehicles (EV) subsidization, as it's being rolled out in North America, has 
missed an opportunity to sway the public to drive more reasonably sized vehicles rather 
than just electrifying the unnecessarily large SUVs and trucks that currently dominate the 
streets.  While electric versions of these vehicles will be better than their internal 
combustion counterparts during operation, they do require additional energy during 
manufacture.  Producing a battery for an average sized sedan of approximately 1500kg 
requires an additional 33% more energy and generates an additional 1000kgs of CO2,139 
values that only increase for a larger vehicle.  Energy consumption for electric vehicles in 
use increases between 40% and 60% with each doubling of mass,140 so again larger 
vehicles with heavy battery packs increase electricity demand unnecessarily.  It has also 
been assessed that the increased weight of EVs will contribute to more rapid degradation 
of road infrastructure, requiring more regular carbon intensive resurfacing and other 
maintenance,141 to say nothing about the safety concerns surrounding heavier vehicles.142 

Techo-optimism also includes so called silver bullet technologies including 
carbon capture and storage (CCS) and nuclear fusion.  While there was recent success in 
the realm of nuclear fusion, in that a net-positive energy reaction was achieved in late 
2022,143 it's still unlikely the technology will be ready for major implementation in the 
medium or even long term.  CCS, while theoretically a reasonable idea, appears in its 
current guise to be primarily a greenwashing strategy used by the oil industry to justify 
continued operations as nearly three quarters of the carbon captured in current operations 
is used for enhanced oil recovery, meaning there is no net reduction in carbon in the 
atmosphere.144  Further research by the Institute for Energy Economics and Financial 
Analysis into what it considered 13 flagship CCS projects accounting for 55% of total 
capture technology worldwide found that the majority either failed or were 
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underperforming.145  Unfortunately, the plans of a number of countries that are party to 
the Paris Climate Accord rely heavily on solutions like CCS to meet their obligations, but 
experts have identified that, “…such technologies do not yet exist at nearly the scale or 
sophistication needed but are increasingly used as a ‘silver-bullet’ solution to negate 
other critical targets.”146  The danger that technological optimism will lead to a false 
sense that more significant transformative solutions won't be needed is substantial. 

All talk, little action is something a number of government leaders can be accused 
of when they over exaggerate achievements in lowering emissions or highlight ambitious 
targets, often with limited concrete actions, when making a case that they're doing their 
part.147  This particular discourse was at the heart of Greta Thunberg's famous speech at 
the Youth 4 Climate conference in Milan that preceded COP26 in Glasgow. 

"Build back better" blah blah blah. 

"Green economy" blah blah blah. 

"Net zero by 2050" blah blah blah. 

"Net zero" blah blah blah. 

"Climate neutral" blah blah blah. 

This is all we hear from our so-called leaders: words - words that sound 
great, but so far have led to no action. 

Our hopes and dreams drown in their empty words and promises. 

Of course we need constructive dialogue, but they've now had 30 years of 
blah blah blah and where has that led us?148 

Major companies in the fossil fuel industry are exceptionally guilty of this 
discourse as they continue to play up the significance of their green investments, 
when most only plan to spend around 10% of all capital expenditures on low 
carbon technologies, meaning the vast majority of their significant resources still 
go towards continued exploration of fossil fuels.  Even BP, which appears to be 
the most environmentally conscious of the major companies only plans to spend 
17% on alternative energy projects.  A lot of the emission reducing investments 
by fossil fuel companies focuses on unproven technologies such as CCS or buying 
credits in carbon offset markets of questionable effectiveness.149  When 
addressing COP27 delegates, UN Secretary General António Guterres highlighted 
that, “…using bogus ‘net-zero’ pledges to cover up massive fossil fuel expansion 
is reprehensible. It is rank deception.”150 
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The third non-transformative solution discourse is fossil fuel solutionism 
which has the fossil fuel industry positioning themselves as part of the solution to 
climate change through the use of 'clean' fuels such as natural gas.  A prime 
example of this strategy can be seen with the 'Power Past Impossible' campaign 
organized by API and launched during the 2017 Superbowl.151  The campaign 
arose following President Obama's signing of the Paris Agreement and aimed at 
convincing American citizens that the petroleum industry not only powers their 
lifestyle, but improves their lives with all types of consumer products.152 

Another strategy used by some fossil fuel companies to appear to be 
reducing their greenhouse gas emissions is divestment where they sell less 
profitable oil producing assets to another, usually smaller, company thereby 
reducing the CO2 emissions on their balance sheet.  Aside from the fact that this 
strategy doesn't result in a net reduction in CO2 emissions for the planet, just for 
the major oil producer, there are other negative consequences including greater 
difficulty in tracking the emissions of these smaller companies.153  These 
divestments can also result in beneficial renewable energy projects being 
cancelled because their contribution to the company's carbon reduction ambitions 
are no longer necessary.  Furthermore, internal documents collected by the US 
House of Representatives show that it's clear that fossil fuel executives are 
completely aware that these divestments don't actually reduce carbon 
emissions.154 

The final discourse that is used to avoid having to take transformative 
solutions to reduce emissions and combat climate change is no sticks, just carrots, 
which aims to avoid any punitive or restricting measures that might be politically 
undesirable (carbon taxes or more stringent regulations) and instead focuses 
solely on measures to entice people to reduce emissions (better bicycle or public 
transit infrastructure) when the two approaches are complementary and will both 
need to be used to meet the difficult challenge or reducing emissions.155 

Emphasize the Downsides Discourses 

The next category of discourses is generally attributed to policy statements 
that, "…emphasize the downsides of climate action and imply that these carry an 
even greater burden for society than the consequences of inaction."156  Within this 
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category, the appeal to social justice discourse focuses attention on the costs of 
action by highlighting how this will create excess burden on the general public 
while overlooking or ignoring the potential benefits to public health or generation 
of new fields for employment.  While the concerns raised in these discourses are 
based in the truth, in that there will be inevitable societal changes to how we live 
to meet the challenges of climate change, it's the lack of a wholistic look at the 
problem to include both the upsides and an appropriate consideration of the 
downsides that makes this sort of discourse a problem. 

Where this discourse tends to focus on the very real downsides of taking 
the necessary action, the appeal to well-being variation takes a more extreme view 
of the challenge.  Discourses of this second type in the emphasize the downsides 
category take the drastic stance that society as we know it will collapse if the 
necessary actions to combat climate change are taken, as our modern way of life 
simply can't exist in any manner without fossil fuels.  This more extreme 
narrative, which also makes the case that mitigation will disallow social 
advancement for poor and developing countries, completely discounts proposals 
that exist to allow for an orderly, though not without some sacrifice, transition to a 
more sustainable way of life.157 

In an extreme variation of this discourse, well-funded think tanks have 
twisted loss and damage agreements, between those countries most responsible 
for climate change and those more susceptible which were formally negotiated for 
the first time during COP27, into anti-woke conspiracy movements which will 
delay these critical reparations that are needed to ensure a balanced response to 
climate change.158  As a specific example, around the time of Black Lives Matter 
protests, a public relations firm that regularly works for Chevron, in an effort that 
could be considered woke-washing, emailed journalists to highlight that 
environmental groups back policies that would economically hurt minority 
communities.159 

The final discourse in the emphasize the downsides category is policy 
perfectionism, which seems to be complementary to the stance that acting is 
simply too costly.  If lawmakers cannot develop policy that satisfies all of the 
many valid concerns of your average citizen surrounding climate change and the 
difficult actions to counter it then it becomes extremely difficult to take any 
tangible action at all.160 
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Surrender Discourses 

The final discourses of delay category is surrender, which includes policy 
statements that question whether the change required is even possible.  The first 
narrative in this category includes stances that the changes required are so 
extreme that they're bound to fail politically, financially or socially and overlooks 
human ability to conduct significant transformation because change is impossible.  
This narrative ignores that broad sweeping society level changes, like the Marshal 
Plan in Europe or changes in Japan led by General MacArthur were achieved in 
somewhat recent history.  This discourse can be seen increasingly underlying 
government policy that tends to focus on adaptation with mitigation efforts having 
taken a significantly lesser priority.161 

The second discourse in the surrender category is doomism which takes a 
notably more negative position about change to mitigate the climate catastrophe 
being impossible because it's already occurring and cannot be corrected.  The 
narrative includes policy statements or media editorials that make the case that the 
only thing we can do is focus on adaptation or just leave it to fate to decide what 
the future looks like.162 

5. CLIMATE CHANGE AS A NATIONAL SECURITY THREAT 

Human activity has caused changes to the climate to the extent that it is now 
considered a worldwide national security threat.  In response to the significance of this 
threat, the recent Canadian budget contained $40.4 million over 5 years to build the 
NATO Climate Change and Security Centre of Excellence in Montreal163 an initiative 
first announced during the June 2022 organization summit.164  This commitment by 
NATO is recognition that even if emissions of carbon into the atmosphere were to stop 
immediately, an unlikely scenario, the effects of historic pollution will continue to be 
experienced, resulting in threats to national security that will require complicated and 
expensive government responses including military resources.  A recent news article in 
CBC165 highlighted that the threat to Canada from climate change is being considered at 
the highest levels of Canada’s intelligence apparatus, with the article siting a report 
gained through access to information.  That report was a Canadian Security Intelligence 
Service (CSIS) analytical brief that looked at 10 security factors from a climate change 
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perspective and identified it as, “… a strategic, intergenerational and intersectional global 
security theme.”166 

The security factors167 looked at in the CSIS analytical brief provide a useful 
framework for better understanding how climate change will affect Canadian security and 
prosperity, each of which will be discussed in this section of the paper. 

IPCC AR6 Terminology and Modelling 

As the IPCC Working Group II’s (WGII) contribution to AR6, Impacts, 
Adaptation and Vulnerability168, is a definitive reference when considering the myriad of 
potential threats from climate change and was used as a key reference in this section.  As 
such, it’s beneficial to both define some of the terminology used in the report and 
summarize the modelling scenarios and timeframes used in assessing the potential future 
threat.  The first term defined in WGII’s work and a common framework across all of the 
research efforts underpinning AR6 is Risk, which in this instance is defined as, “…the 
potential for adverse consequences for human or ecological systems, recognizing the 
diversity of values and objectives associated with such systems.”169  Beyond the 
definition, risk in the context of the IPCC efforts serves to comprehend the progressively 
severe, interrelated, and increasingly permanent consequences of climate change on 
ecological and human systems; it helps to identify the varying effects on different 
regions, industries, and communities, and to determine the most effective ways to 
minimize the impact on both present and future generations. 

The factors considered in the IPCC risk framework are hazards, exposure and 
vulnerability.  Hazards which are identified through the efforts of IPCC Working Group I 
as climatic impact-drivers is defined as, “…the potential occurrence of a natural or 
human-induced physical event or trend that may cause loss of life, injury, or other health 
impacts.”170  The Hazard definition also considers the potential for such physical events 
to effect human built systems and environments, people’s livelihoods and also natural 
resources and the environment writ large.  The IPCC considers Exposure to be presence 
of people, infrastructure, natural and human made systems including social and cultural 
assets in locations where they could be impacted by physical events.  Lastly, 
Vulnerability looks at, “…the propensity or predisposition [for something] to be 
adversely affected [and includes] sensitivity or susceptibility to harm and lack of capacity 
to cope and adapt.”171  Vulnerability and exposure vary by region, population and 
country, are a key focus of WGII and provide a useful framework for government and 
military planners to consider adaptation measures and efforts to improve resilience. 
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In order to consistently assess the elements of risk, the IPCC makes use of an 
integrated Shared Socio-Economic Pathways (SSP) and Representative Concentration 
Pathways (RCP) model initially proposed in 2013 by van Vuuren et al.172  A combined 
matrix of these two elements introduced during AR5 and have been regularly used in 
other climate research over the last decade.  SSPs describe, “…plausible alternative 
trends in the evolution of society and ecosystems over a century timescale, in the absence 
of climate policy.”173  The model as proposed and used by climate researchers includes 5 
SSP narratives that consider variations on the levels of mitigation (efforts to achieve 
desired climate outcomes) and adaptation (efforts to prepare for the likely impacts of 
climate change).  SSP1 is the ideal outcome where low mitigation and adaptation efforts 
will be required because sufficient sustainable development efforts were taken to both 
lessen inequality and move to low carbon energy sources.  SSP3 is the worst-case 
scenario requiring both high mitigation and adaptation as limited action was taken to 
counter climate change.  SSP2 can be found as an intermediate level between SSP1 and 
SSP3.  SSP4 requires high adaptation, but low mitigation and is the scenario where 
sufficient technological development occurred to lower carbon emissions, but economic 
development proceeded in an unequal manner with global economies isolated.  Lastly 
SSP5 requires high levels of mitigation due to inadequate climate and energy policies to 
reduce emissions by the necessary amount, but with the resultant economic growth being 
more equitably distributed leading to more climate adaptable populations.174  Figure 2 
below provides a visual representation of the differences between the SSPs. 

 

Figure 2 – Challenge Space of Share Socio-Economic Pathways175 

RCPs are a set of 4 pathways used in climate modelling that identify the range of 
emissions mitigation actions that could be taken leading to potential radiative forcing 
values, from 2.6 to 8.5 watts per square meter (W/m2), that could be reached by the year 
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2100.176  The 4 pathway scenarios were generated by the scientific community, stemming 
from a request by the IPCC to better standardize the climate research their work is based 
on.  The 4 pathways are RCP8.5 (1370), RCP6 (850), RCP4.5 (650) and RCP2.6 (490), 
with the values listed in brackets identifying the estimated atmospheric CO2 equivalent 
concentration by the year 2100.  The worst-case scenario of RCP8.5 estimates radiative 
forcing would be continuing to rise by 2100, the middle two pathways see the forcing 
stabilizing by 2100 while RCP2.6 estimates forcing would peak before 2100 and be 
declining and in the region of 2.6 W/m2 by 2100.177  Beyond the concentration of 
emissions, the RCPs also consider land use in the modelling. 

The IPCC AR6 work combines the RCP climate projections with the various 
challenges in the SSPs in an integrated assessment model that takes into consideration 
climate policy assumptions to generate combined designations.  As example, SSP1-2.6 
would identify an idealized pathway where climate policy ensures there are limited 
adaptation and mitigation requirements in the future and the overall climate warming 
potential by 2100 is limited to 2.6 W/m2.178 

Finally, various timeframes are used by the IPCC in their work, with the period of 
1850-1900 representing the pre-industrial global average temperatures.  When referring 
to the future in the IPCC reporting, the near term looks out to 2040, the midterm from 
2040 to 2060 and the long term beyond these out to the year 2100.179 

Arctic Security 

Global polar regions, and in particular the Arctic, are experiencing by far the 
greatest amount of change due to global warming and at a much faster pace than was 
previously projected.  In all warming scenarios the Arctic will be significantly different 
and more accessible by the mid-century.180  CSIS's assessment of the Arctic as a security 
issue highlights that the decreasing amounts of sea ice will both allow for increased 
maritime transit, with the associated risks and benefits.181  With the volume of multi-year 
sea ice in the Arctic reducing there will be a longer ice free navigable shipping season 
which will benefit northern communities, but the trade-off will be the more hospitable 
waters and increased shipping traffic increasing the amounts of invasive species being 
introduced into the region.182  

Perhaps more significant from both an economic and security perspective is the 
increasingly viable access to the natural resources in the region, melting sea ice will 
enable.183  Considering the current great power competition, Russia's seeming disinterest 
in following rules based international norms and China's self-proclaimed status as a 'near-
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Arctic state',184 combined with elements of Canada's sovereign claims over the region 
challenged by even its closest allies185 the country will be challenged to defend its vast 
northern frontier.  IPCC projections are that the rate of sea ice loss will only increase in 
the future along with the many security challenges this brings. 

Border Security 

Neither the anthropogenic causes, nor the associated impacts of climate change 
recognize international borders, yet very, "…few countries so far have integrated inter-
regional aspects into their climate change risk assessments," and most still plan their 
adaptation and response in isolation if at all.186  The highly interconnectedness of 
globalized economies will lead to inevitable conflict, as was experienced during the first 
years of the COVID pandemic, when certain resources, which can include manufactured 
items, became scarce.  These scarcities will only be more pronounced in the future due to 
changes in growing seasons or more regular weather-related disasters.  Many key water 
supplying rivers cross international borders and when water volumes reduce from historic 
amounts due to atmospheric changes there will be increased likelihood of conflict with 
those states upstream claiming more rights over the waters.  This will lead to complex 
diplomatic posturing as was witnessed surrounding the Grand Ethiopian Renaissance 
Dam, by those countries claiming their share of the Nile River waters.187 

The flow of climate migrants is where national security from a border perspective 
could most affect Canada.  CSIS's assessment considers that climate change may cause 
human migration to expand considerably for many reasons and that Canada is likely to be 
a desirable target destination for migrants due to political stability and natural resource 
abundance.188  While Canada currently has a very welcoming migration stance, with 
ambitious targets to bring new people into the country, there exists significant concern 
about people seeking asylum at irregular border crossings like Roxham Road where 
nearly 40k people entered in 2022.  The problem was so significant that a response, in the 
form of a revised Safe Third Country Agreement with the US, was one of the major 
announcements during President Biden's visit to Canada in March 2023.189 

Regardless of these sorts of agreements, the number of people seeking 
opportunity for a better life in more prosperous countries like Canada is staggering at 
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around 3.5% of the global population in 2019190 a number that exceeded the global birth 
rate and one that is quite likely to increase in an uncertain climate disrupted future. 

Notably, the IPCC report identified that it's not clear that climate change will 
directly drive migration volumes, beyond rising sea levels forcing abandonment of low-
lying island nations and coastal communities, as research shows quality of governance is 
a greater factor in driving the likelihood of migration.  That said, the challenges presented 
by a warming environment is expected to overwhelm those countries with weaker 
governance or smaller economies leading to armed conflict which is the major driver of 
forced migration.191 

Coastal Security 

Canada's maritime interests and infrastructure are increasingly under threat due to 
the effects of climate change making hurricanes more destructive with significantly 
heavier precipitation and higher sea levels contributing to larger storm surges, as was 
experienced with tropical storm Fiona in Newfoundland.192  Fiona also caused extensive 
damage to other maritime provinces, including significant rapid erosion of Prince Edward 
Island's sand dunes that protect the low lying island and have already been retreating at a 
rate of 0.3m a year due to rising sea levels.193 

Responding to rising sea levels will require considerable infrastructure investment 
and is something that can't be neglected given the significant amount of population in 
North America that lives proximate to the coast.194  The CSIS report identifies that in 
some instances it may be impractical to mitigate against the ever-increasing flood risk for 
some coastal communities, which will certainly create some sizeable challenges in 
forcing the relocation of entire towns.195 

Domestic Security 

Both urban and rural citizens are, and will continue to be affected, by climate 
change in many complex and different ways.  In urban settings, built up infrastructure 
absorbs and radiates heat and the types of measures that dampen this effect including 
trees for shade and green spaces are often inequitably distributed amongst neighborhoods 
of various income levels.196  In the future the class based internal conflicts amongst 
citizens that already exists due to increasing inequality will only be exacerbated by 
climate change.  Rural communities will be impacted by the higher future temperatures 
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due to climate change as small towns often have limited resources to respond to high heat 
events, including places that could act as cooling centers or sufficient medical capacity to 
respond to heat related injuries.197  

Ecologically, there have already been irreversible impacts, meaning beyond the 
ability of what is affected to adapt, on both natural and human systems caused by the 
increasing frequency of extreme weather events that can be attributed to climate change.  
As biodiversity plays a significant role in many systems that support domestic life, it's 
important to note that in AR6, climate change has been found to have increased the 
mortality of trees due to drought issues, which has the knock-on effect of an increase in 
the area burned and intensity of wildfires in certain regions.198  A warming climate has 
also resulted in certain diseases, and novel means of them being spread, being introduced 
into more northern latitudes where the local human and animal populations may not have 
a natural resistance.  As warming is occurring at a more rapid rate in the colder climates 
near the poles or at higher elevations in mountains, arctic habitats have been significantly 
impacted for species that rely on the tundra and ice, such as the caribou and polar bear, 
with the associated effect of human populations living in Canada's north losing a historic 
food source and cultural resource.199  IPCC reporting forecasts, with a very high level of 
confidence, that the rapid climate driven ecosystem changes that are already affecting 
species will continue into the future.200 

CSIS identifies espionage and theft of intellectual property from Canadian 
companies in the clean technology industry as a notable domestic security threat with 
impacts to the knowledge-based economy.201  That said Canada could and should 
leverage its relatively well-educated population to seek out and share novel solutions to 
climate change as readily as possible to help other countries mitigate and adapt.  A 
further future climate related domestic threat identified by CSIS is the increased potential 
for Ideologically Motivated Violent Extremism (IMVE).  This IMVE has the potential to 
arise from both sides of the political spectrum, either from those who feel that sufficient 
action isn't being taken to counter climate change or from those that see the inevitable 
change as degrading their perceived social standing.202 

Energy Security 

The details in CSIS's assessment of energy security risks are minimal, but the 
report does identify that the requirement to remove carbon from energy sources will have 
a significant impact on the balance of energy supply sources with broader implications 
for geopolitical dynamics.203  Arguably, it's these dynamics that are at the heart of 
ongoing efforts to delay taking the necessary action to counter climate change. 
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At a time when electricity production will need to be increased, due to the 
increasing electrification of previously fossil fuel powered capabilities, IPCC projects 
with medium confidence that changes to snow pack and glacier contributions to hydro 
power basins could be reduced in certain regions.204  Extreme heat events will continue to 
increase the demand on electrical production and distribution, as a greater proportion of 
the population will demand air condition for both comfort or just to avoid the potential 
medical complications of excess heat exposure.205  This demand runs the risk of over 
stressing the electrical grids and contributing to widespread power outages similar to the 
2003 blackout that affected 55 million people in Ontario and a number of North Eastern 
US states.206 

Health Impacts 

IPCC's AR6 determined that in the nearly 10 years since the previous assessment 
was published there has been an increase in heat-related human deaths in North America 
that can be attributed to climate change.  IPCC projects, with a very high confidence, that 
heat related mortality will increase in all emissions scenarios, with the elderly population 
and those that live in urban settings at the greatest risk.207  Any actions taken to limit 
emissions and the effects of climate change could prove very beneficial from a mortality 
perspective, with estimates of a 50% reduction from the RCP8.5 to the RCP4.5 scenarios.  
Human health is also impacted indirectly by the hotter temperatures brought about by 
climate change; the significant and widespread smoke from more regular and intense 
wildfires has been associated with respiratory distress and increased hospital visits.208 

A warming climate has been found, with very high confidence, to have increased 
exposure to diseases like lyme disease due to longer seasons where exposure to ticks is 
possible and less winter dye off of the insects.209  Projections indicate that other insect 
borne diseases have and will continue to increase, though the significance for Canadian 
populations is uncertain.210  The tick problem in North America is just one example of 
how climate change and loss of animal habitat will lead to greater human / animal 
interaction and with that increased risk of transmission of infectious disease that could 
lead to COVID level or worse pandemics.211 

Warmer air temperatures and extreme weather changes including heavy 
precipitation has been found to increase the likelihood of pathogens or environmental 
contaminants entering into foods, which increases the risk of food borne disease.  The 
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increased risk to food supplies could be notably more prevalent in northern communities 
as the more significant temperature changes may introduce novel pathogens into locally 
produced foods.212  Mental health continues to be increasingly impacted by climate 
change, whether due to stressors of living through extreme weather events or by the 
health degrading effects of climate anxiety stemming from feelings of being unable to do 
anything to counter or prepare for such a significant threat.213 

Financial and Economic Security 

The CSIS assessment of security risks due to climate change identifies that the 
insurance industry is already responding to the increased weather-related natural disasters 
with higher premiums and that this trend is likely to continue to the extent that certain 
infrastructure may be too cost prohibitive to insure, with citizens expecting government 
to then bear those costs.  The report also identifies that there is a risk that the significant 
economic impact of COVID and associated high government debt levels may delay 
appropriate response to climate change, potentially beyond tipping points.214 

Multiple sectors that the Canadian economy relies upon, including agriculture, 
forestry, fishing, energy and tourism, have been identified as being climate exposed and 
have already been subject to economic damage.215  One high confidence assessment 
within the IPCC's AR6 work is that there have already been measurable impacts to 
economies, certain livelihoods and changes to cultural practices as a result of changes to 
ecosystems as a result of climate change.216  A highly visible example of the economic 
impacts of climate change in Canada's Western provinces is the mountain pine beetle, 
which started to become a prominent concern in the late 1990s.  While the beetle has 
always been native to British Columbia, its population was usually killed off a significant 
amount with the cold temperatures each winter.  A warming climate however led to an 
explosion in the beetle population and combined with historic forestry practices that 
resulted in an unnaturally large mature pine concentration resulted in over 18 million 
hectares of forest being affected by 2012.217  The impact of the dead forests, large swaths 
of which are visible from the air, has been more extreme wildfires and from an economic 
perspective closures of pulp and paper mills, once the main economic driver for some BC 
towns.218 

Also, from a financial perspective, the dead or burned out forests that cover large 
areas of the BC interior can be considered as being a contributing factor to the landslides 
that cutoff Vancouver and the lower mainland from the rest of the country in late 2021.  
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The wildfires that occurred in the summer of 2021 left in their wake a hydrophobic crust 
that inhibited the absorption of the atmospheric event level rains that caused the flooding 
and landslides.  The dead standing weakened trees and rock fractured by the heat are also 
contributing factors to the landslides that caused extensive damage.219  The 
environmental catastrophe caused initial panic in the province over food and water 
supplies and required CAF intervention, that was reported on internationally, with aircraft 
rescuing stranded travelers from between numerous mudslides.  It also cut-off Canada's 
largest port by volume of cargo handled220 (and third largest in North America) from the 
country by rail for 10 days221 and by road for over two months with limited access for 
commercial traffic roughly a month after the washouts.222  Long-term repairs of the major 
highway systems in southern BC are still ongoing.  North American development norms 
that result in vast swaths of land being covered in asphalt and concrete further 
exacerbates the problem of changing rain patterns when greater volumes of water fall on 
a region than the storm drains can manage, highly damaging flooding is inevitable. 

The economic costs of both responding to and recovering from these climate-
driven, or at a minimum exacerbated, natural disasters is significant.  The Fort McMurray 
wildfires, that led to the evacuation of the entire community of 90 000 people, many 
through terrifying infernos, cost an estimated $3.58 billion in insured losses.223  This was 
bested as Canada's most expensive natural disaster by the flooding and landslides that 
occurred in southwest BC in 2021, which is estimated will cost nearly $9 billion to 
rebuild all that was lost,224 and doesn't account for economic impacts due to trade being 
hindered.  The annual cost of both preventive and reactive measures to combat the 
increasing threat of wildfires in Canada has been between $800 million and $1.4 billion 
from 2008 to 2017.225  IPCC AR6 projections show these amounts increasing by a 
minimum of 60% under the RCP2.6 scenario and potentially by 119% should the RCP8.5 
scenario occur.226 
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IPCC AR6 projects that wildfire activity will increase in many parts of North 
America in the future due to longer fire seasons caused by warmer temperatures and 
changing precipitation patterns, exacerbated by more frequent lightning strikes.  What's 
more worrying from a Canadian perspective is that more frequent and significant fires 
have occurred in the Arctic tundra in recent years a trend that is expected to continue with 
continued warming.227 

Food Security 

Though difficult to determine what the impact will be for the fishing industry / 
fish stocks in Canada, the impacts of climate change has caused roughly half to two-
thirds of marine species to shift their ranges to higher latitudes and move the timing of 
biological events (phenology) like the spawning season earlier in the year.228  Even if this 
continued movement results in greater fish stocks in Canadian territorial waters, there 
will inevitably be conflict over access to these migrating fish stocks, especially given the 
significant amount of captured fishery production in South-East Asia compared to any 
other region in the world.229 

IPCC AR6 projects, with a very high confidence, that changes to water 
temperatures due to climate change, including loss of cold-water inputs from glaciers, 
will reduce the suitable river habitats for salmon and trout species in the northwestern 
North America.  Warming waters in the North Atlantic, off the coast of Nova Scotia, 
have led to an 85% reduction in the biomass of kelp, that forms an important marine 
habitat, over the last 40 to 60 years.230  It's not just warming waters that are affecting 
marine life, increased concentrations of CO2 in the water have resulted in reduced growth 
in some halibut species in the Atlantic.  Though less significant in Canadian waters thus 
far, climate change has been found to partially influence hypoxic events which result in 
areas of the ocean with significantly reduced oxygen levels.231 

Land based food production has been affected in both positive and negative ways 
because of climate change with changes in growing seasons and what crops will grow in 
certain regions, drought and extreme rain events.  Overall, "...climate change has 
generally reduced agricultural productivity by 12.5% since 1961,"232 with the greatest 
reduction happening in more southerly regions.  Changing rainfall patters have meant that 
irrigation is increasingly needed to be used in farming regions that could traditionally rely 
on rainfall.  Interestingly, the impact denial stance that CO2 will benefit plant growth is 
somewhat true as higher levels of atmospheric carbon have been found to increase crop 
yield, but with a trade-off in reduction of nutrient value of many food items.  The warmer 
climate will also affect meat production with higher temperatures resulting in additional 
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heat stress, disease and greater amounts of pests affecting livestock.233  Ironically, the 
animal farming density that modern agriculture provides to enable large human 
populations, risks fish stock and impacts other aquatic life as the excess nutrient runoff 
from these industrial farms during atmospheric river type rainfall events leads to large 
algae blooms.234 

Though limited in detail, CSIS's assessment of food security threats specific to 
Canada aligns with the various findings of the IPCC report. 

Climate Change as a Security Accelerant 

It can be expected that all current geopolitical security challenges will only be 
exacerbated by the impacts of climate change whether that's effects on critical 
infrastructure, reduced human populations or degradation of health or resource scarcity.  
CSIS assessed that, "...climate change compounds all... known security issues and serves 
as an accelerant towards negative security outcomes."235  The highly cited research of 
Burke et al. determined that for every increase in temperature by a standard deviation, 
relative to the baseline of the region being considered, there will be an increase in 
interpersonal conflict of 2.4% with intergroup conflict increasing by 11.3%.236 

There have already been examples of climate change contributing to the severity 
of contemporary and recent conflicts.  Vice News reporting on the recent drought in 
Syria, determined by NASA to be the worst in the past 900 years, caused 75% of the 
country's farms to fail and 85% of the livestock to die between 2006 and 2011.  This 
significant collapse of the farming sector led to the migration of 1.5 million rural Syrians 
to large urban centers where resources were already scarce.  The stressors of this massive 
migration are believed to have been a significant catalyst in the Syrian civil war.237  The 
desperation of farmers impacted by successive droughts in Northern Iraq is believed to 
have been a contributing factor to portions of that population being recruited by ISIS, 
who in similar fashion to other terrorist groups leverage such hardships to their 
advantage.238  In Yemen droughts, rising sea levels and depleted fish stocks have 
exacerbated the challenges the country's citizens face in trying to survive the ongoing 
civil war and make it much more difficult to find any form of resolution to the conflict.239 
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Water Security 

The CSIS security threat examination posits that it is very likely that water will 
transition from an unseen commodity to a vital and contested resource in the future due to 
the effects of climate change.240  Fortunately, Canada is in an advantageous position from 
a freshwater perspective with the fourth largest volume of renewable fresh water by 
country241 and a significant amount on a per capita basis.  This abundance however is a 
potential cause for conflict in the future as this increasingly scarce and essential resource 
could be reason to challenge the country's sovereignty. 

A current example of the types of conflict over water resources that could arise in 
the future is the ongoing dispute over water rights of the Colorado River, that has arisen 
over the recent decade due to an ongoing drought affecting the river's tributaries.  The 
river provides water for agriculture, industry and millions of people across 7 states in the 
southwest US and into Mexico, but due to the effects of excess usage and the drought, its 
waters don’t often reach the mouth in the Pacific Ocean.  The Colorado River Compact 
agreed in 1922 identified yearly water allocations across the 7 states,242 but did not 
account for variations in river levels or consider potential population growth rates.  
Unable to agree on suitable reductions or re-allocations of water rights amongst the 
states, the US federal government was forced to intervene and issues cuts.243  Should such 
a disagreement arise in the future between countries, when water resources are limited, 
it's uncertain whether a similar peaceful agreement could be reached or enforced. 

While dams and water systems in Canada and North America have significantly 
reduced flooding risk and help to ensure safe access to water supplies, a lot of this 
infrastructure is quite dated and not designed for the increased volumes of water 
anticipated with future climate driven rain events, meaning these beneficial systems 
present a real risk into the future.244 

Also, of potential concern from a fresh water perspective is the arctic warming 
leading to permafrost thaw that is expected to affect hydrological cycles with uncertain 
consequences.245  Thawing permafrost is considered a critical tipping point, meaning 
once triggered it is self-reinforcing and likely to accelerate at a rate that natural and even 
human systems would be challenged to adapt to.  Fortunately, the current assessment is 
that these critical tipping points are only at greatest risk of occurring in the scenarios 
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where insufficient carbon reduction and change mitigation measures are instituted (SSP5 
8.5).246 

Fresh water supply is also at risk due to snow coverage decreasing by around 20% 
by 2060 and stabilizing under RCP2.6 scenarios or continuing to degrade to 60% by 2100 
under the worst case RCP8.5 scenario, the latter could lead to consecutive snow drought 
years that would make water management planning very difficult with reduced and 
earlier meltwater flows.247  Glacial ice melt can pose a risk to plants, animals and people 
that might be exposed to the melt waters as some have locked away hazardous materials 
and pollutants for significant lengths of time.248 

Water serves a wide variety of environmental functions and human uses as 
it moves through North America’s river basins, so the impacts of climate 
change are expected to be widespread and multifaceted.249 

Adding to the challenge of climate change as a security threat is the uncertainty 
surrounding when these myriad of impacts will be experienced.  Many changes are 
already underway with the risk building over significant periods of time with timescales 
not conducive to human populations initiating a suitable response.  CSIS assessment of 
the problem identified climate change as, "...a complex, long-term threat to Canada's 
safety, security and prosperity,"250 now and into the future. 

6. INFORMATION OPERATIONS DOCTRINE 

Given the significant national security issues that have arisen and will continue to 
worsen as a result of climate change and the pervasive and ever adapting nature of the 
disinformation / delaying campaign enacted by industry and other actors, it is beneficial 
to compare these efforts with military Information Operations (IO) doctrine to better 
understand the challenge in responding to this existential threat.  For this comparison 
work, four doctrinal documents were reviewed.  The first document reviewed was 
Canadian Forces Joint Publication (CFJP) 3-10 Information Operations, which was 
published in 1998.  As the information contained within can be considered extremely 
dated in an operating space that has changed significantly in the last 25 years, its 
replacement was sought for review.  A draft copy of CFJP 3-10 Operations in the 
Information Environment was obtained from military colleagues and will be used as the 
primary reference for this comparison work.  Using an as yet to be published doctrinal 
document is justified as it draws heavily upon and closely aligns with NATO’s Allied 
Joint Publication (AJP) 10.1 – Allied Joint Doctrine for Information Operations, the 
current version of which was published in January 2023.  The final document reviewed 
for this work is US Joint Publication 3-13 – Information Operations, but will be used 
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sparingly in this comparison as only an older version from 2014 could be readily 
obtained. 

Definitions and Terminology 

Comparing the historic and ongoing efforts to sow false information around 
climate change with information operations is justified based on a number of concepts 
and definitions within the doctrine.  The extant version of CFJP 3-10 identifies that, “IO 
can be used to influence decision-makers at all levels… on either or both sides of a 
dispute, [and that information] is the means [and] decision makers the objective.”251  The 
40 plus years of disinformation efforts put forth by the petroleum industry and loosely 
disconnected lobbying groups and think tanks has left a long term impact on political 
decision makers, but more importantly the voting public, making building consensus to 
take the required action nearly impossible. 

The updated draft of CFJP 3-10 includes the concept of Information Warfare (IW) 
and states that, “…its importance lies in how… words or actions are perceived or 
translated to influence behaviour.”252  The updated doctrine further defines IW to include 
a, “…range of offensive and defensive efforts… to inform public opinion, influence some 
audiences and to impose others to take specific action.”253  Historic and ongoing efforts 
to sow doubt around climate change should be considered IW against the general 
population as still in 2022, despite broad scientific agreement, there exists as much as 
14.8% of the US population that don’t believe climate change exists.254  Beyond outright 
denial there are many others who have been influenced to doubt the impacts or need to 
take action as discussed in the previous section looking at variations of denial. 

Perhaps the most applicable term defined within NATO’s AJP-10.1 and pulled 
into the updated CFJP 3-10 is the concept of deception.  In both documents the word 
deceive is given the definition of being, “To mislead an entity by manipulating its 
perceptions in order to induce it to react in a manner prejudicial to its interests.”255  It 
is readily apparent how deception can provide military advantage, but the definition very 
clearly encapsulates the efforts and objectives of climate disinformation.  Continued large 
scale, and for most of recent history increasing, emissions of CO2 will be extremely 
prejudicial to the interests of a majority of the global population yet building political will 
to take the necessary action to avoid the worst impacts is extremely difficult due to 
historic and ongoing manipulation. 
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Information Operations to Counter Disinformation 

There are various frames of reference from which to consider how IO doctrine 
helps to understand the climate misinformation space.  The first potential framework for 
considering IO is using Operations in the Information Environment (OIE) to counter the 
societal damage done by the decades long disinformation campaigns by providing a 
counter narrative espousing the need to institute societal level changes (reduced 
unnecessary consumption, more efficient homes and vehicles, stricter regulations for 
industry, etc.) to meet the significant challenges of responding to climate change.  There 
is a case to be made for an OIE campaign targeted at the broader Canadian (and more 
significantly US) public as providing, “…a truth-based alternative is necessary but 
insufficient to counter ‘fake news.’”256 

This idea from doctrine that presenting facts to the misinformed is insufficient to 
correct their understanding of a topic is highlighted in academic research.  Chan et al. 
conducted a meta-analysis of nearly 7000 studies looking at the persistence of 
misinformation when people were presented with debunking information and found that 
false narratives were highly persistent against factual information.  They further found 
that there was greater success in countering misinformation when people received 
information in a manner that enabled them to update the mental model they developed to 
justify the deceptive messaging.257 

That those that have internalized a misinformed and factually incorrect narrative 
cannot readily be swayed by being presented with clear evidence of the truth is at the 
heart of the term ‘post-truth’ being made Oxford Dictionary’s word of the year in 2016.  
The term rose to prominence surrounding Donald Trump’s election as US President but is 
equally relevant in the various disinformation spaces that persist.  Oxford defines post-
truth as, “…relating to or denoting circumstances in which objective facts are less 
influential in shaping public opinion than appeals to emotion and personal belief.”258 

Clearly a dedicated IO based climate counter narrative campaign is needed to 
better convince the public to support significant lifestyle changes, many of which could 
also result in improved quality of life, to reduce emissions.  There has been a history of 
the Canadian government using propaganda to improve public support for war efforts, 
such as posters encouraging the purchase of Victory Bonds during WW1259 or the use of 
radio and film in WW2 to encourage national identity and backing of the war.260  Despite 
the threat from climate change being as significant as previous global conflicts, modern 
efforts now by the government to manipulate the public to curb their consumption would 
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be highly controversial and would certainly backfire if they were uncovered by those who 
already disbelieve climate change.  In addition to uncertain efficacy, there are also legal 
limitations to conducting what would be considered psychological operations (PSYOPS) 
inside Canada or on Canadian citizens, outside of exceptional circumstances to protect 
Canadians or to defend the continent.261  Due to the controversial nature of looking at, 
and illegal nature of conducting, IO from this perspective it can be considered too large in 
scope to consider in great detail in this section, but perhaps is something for future 
research or a tool to be considered by climate activist organizations. 

Climate Disinformation as Information Operations 

The remainder of this section will look at IO doctrine from the frame of reference 
of industry, think tanks and lobby groups (Actors) using these strategies to manipulate the 
general population and by extension their political leaders (Audiences) and thus 
continually delay meaningful action on climate change.  The first concept to consider is 
what draft Canadian doctrine refers to as the Information Environment (IE) conditions of 
Will, Understanding and Capability and which in NATO doctrine are considered 
functions that determine the effectiveness of IO on an audience group.  Both documents 
identify that Will is the element against which an influencing actor operates and, 
“…includes factors such as motivation, perception, attitude, beliefs and values and 
encompasses the intent to act or resist.”262  While there are many disinforming efforts that 
could be identified as acting on the Will of the audience, perhaps the most entrenched is 
the narrative that an ever-increasing use of fossil fuels is essential for a good quality of 
life.  While it can’t be denied that the energy provided by fossil fuels has greatly 
improved living standards worldwide, there also exists a close connection between ever 
increasing consumption, driven by advertising, and climate change.263  While advertising 
doesn’t specifically count as misinformation, the lifestyle image generated by it is 
leveraged by industry as an emotional reason why fossil fuels are needed. 

The Understanding information environment condition encompasses the cognition 
of individuals to perceive and interpret information and IO actor efforts that aim to shape 
an audience’s understanding to affect their decision-making.264  Understanding is at the 
heart of nearly all historic and current climate disinformation campaigns whereby 
industry seeks to sow enough plausible doubt surrounding climate change origins 
(attribution denial), whether it’s taking place (trend denial), that there is no agreement 
(consensus denial) or that it won’t affect the planet (impact denial) to prevent action that 
might cut into the financial bottom line. 
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The last condition or measure of effectiveness involves an actor’s Capability to 
take action in the IE.  From a military doctrine perspective this primary includes the 
physical capabilities to, “…degrade, disrupt, deceive, destroy or deny those capabilities 
that allow adversary decision-makers to increase their understanding.”265  While industry 
doesn’t possess the ability nor social license to disrupt physical communications 
infrastructure, their extensive employment of high end public relations firms266 using 
significant financial resources proves that they have significant capability to affect 
adversary (or audience) decision-making capabilities.  Brulle’s analysis of the financial 
resources of what have been termed Climate Change Counter Movement organizations, 
which include think tanks, trade associations and grassroots lobby firms, found the 91 
such entities had an average annual income of $900 million and receive an additional $64 
million in philanthropic (anti-climate change) support, so the resources capability 
available is significant.267 

AJP-10.1 describes a number of principles that can be used when planning IOs to 
help ensure their execution achieves the desired aims.268  The draft version of the updated 
Canadian doctrine includes these same concepts as OIE principles.269  The first principle 
is Comprehensive Understanding, the definition of which varies slightly between 
documents in that NATO doctrine identifies the need to understand the commander’s 
objectives, the information environment being operated in and the audience that inhabits 
that environment, while Canadian doctrine doesn’t specifically refer to commander’s 
intent.  While the pervasiveness of climate change false narratives demonstrates that 
actors have historically held a strong understanding of the space, that most disinformation 
is targeted at a conservative audience, who have less trust in traditional media and are 
more likely to believe conspiracy theories,270 might be the best example of 
comprehensive understanding. 

The next OIE principle is Narrative Led, which is described in both documents as 
the words, images and actions that form the information narrative and highlights that 
these must be coherent across the strategic, operational and tactical levels.  While it’s 
difficult to identify strategic through tactical levels amongst climate change denying 
actors, this paper has described how narratives have changed over the 40-year 
disinforming campaign from outright denialism in various guises to discourses that 
accept change is happening but delay meaningful action.  Though briefly discussed in the 
emphasize the downsides discourse, it appears that the latest narrative preventing 
meaningful action involves incorporating climate change into the ongoing culture wars 
through woke washing.271  Investigations into online narratives leading up to COP27 
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found that anti-woke messaging was the most prominent, with conspiracy theories, 
“…presenting climate action as part of a plot by ‘global elites’ to exert control [or] 
claiming that climate change has been ‘engineered’ to destroy capitalism.”272 

Though definitions vary slightly between doctrinal documents, the next principle 
Integrated explains the idea that IO will result in a cognitive behavioral change amongst 
the audience and that actors must constantly monitor and be accountable for these 
changes.  While the flexibility of misinforming actors over the years demonstrate that 
they are monitoring the impacts of their campaigns it is unlikely they will take any level 
of responsibility for the long-term impacts of either climate change or the societal 
elements of misinformation, so this element of doctrine doesn’t compare well. 

The next two OIE principles are that IO must be Focused on the objective and 
selecting the most appropriate means to achieve it and that these plans must have a level 
of Agility to respond to the ever-changing information environment.  The focus of the 
myriad of disinforming efforts has been to spread uncertainty amongst the population and 
elected officials to prevent or limit legislation that might impact the extensive profits of 
polluting industries.  It’s the agility of the various actors in this space that have made 
achieving their objectives, leaving “…[US] federal energy policy… in a virtual stalemate 
for three decades, due in part to the waves of lobbying, public relations, and campaign 
contributions that ramp up every time new regulations appear possible"273 

The principle of Centralized Planning and Decentralized Execution likely doesn’t 
align well with long-term disinformation efforts.  While there would have certainly been 
strategy meetings held at high levels of various polluting companies to discuss corporate 
direction and maximizing profits, any sort of planning on how to prevent legislation that 
would cut into the bottom line would be managed by PR firms or industry groups like 
API or the Heartland Institute.  While the centralized planning element of this principle 
doesn’t really apply, decentralized execution by a variety of conservative foundations and 
think tanks supported by contrarian scientists and conservative media outlets is likely a 
key feature in providing plausible deniability to the key industry players that benefit the 
most.274 

The final OIE principle is Assessment which both doctrinal documents identify as 
critical as the behavioral change sought out through IO efforts is not immediate (as might 
be the case with traditional kinetic military effects).  CFJP 3-10 identifies indicators of 
the desired change of an audience occurring as, “…attitude of the civilian population, 
political activity and expressions of unrest,”275 with AJP-10.1 adding changes in the 
perception of the civilian population to this list, but with no indication how that might be 
measured.  While no sources could readily be found identifying how climate change 
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disinforming actors might be assessing the effectiveness of their efforts, the previously 
mentioned agility with which messaging efforts have changed and the culturally 
embedded success their enduring efforts have achieved would indicate some degree of 
monitoring has occurred over time.  While many parallels can be drawn between IO 
doctrine and the decades long climate change disinformation efforts, an argument could 
be made that military IW planners have a lot to learn from the experienced actors in this 
space. 

7. CONCLUSION 

This research project investigated the decades long campaign to disinform the 
general public and their elected leaders about the origins, severity and impacts of climate 
change.  It provided a summary of the historic efforts to sow confusion on the topic using 
a number of denial variants and made the case that various industrial leaders in the fields 
most responsible for CO2 emissions were fully aware that they were lying to the public 
for their own financial interest.  The paper further looked at the various actors in the 
climate change denial space from ill-informed scientists to industry and the think tanks 
and institutes it sponsors through to the media and general public that help spread the 
misinformation.  Finally, within the misinformation space it was discussed how the 
narrative surrounding climate change has moved from one of denial to various discourses 
that seek to delay taking any meaningful action to counter the significant threat. 

The significance of the climate change threat to national security was presented, 
basing the discussion on a CSIS analytic brief and leveraging the work of the IPCC in 
their AR6 report.  The paper finished by looking at information operations doctrine from 
Canada, NATO and the US to both determine parallels between doctrine and the historic 
and ongoing efforts to confuse the general public, and to investigate whether a case could 
be made to leverage doctrine to develop suitable counter narratives in the war against 
disinformation. 

While the latter idea was only briefly contemplated, there is a case to be made that 
some of the tools contained within IO doctrine, and likely the more sophisticated methods 
used by modern advertising agencies, should be further researched as a means to undo 
some of the seemingly entrenched beliefs created by the disinforming actors.  Other areas 
for potential further research would be looking at how advertising drives excessive and in 
a lot of cases un-necessary consumption, which contributes to greenhouse gas emissions 
and other environmental degradation. 

The disinformation surrounding climate change has been a difficult topic to 
research as a level of plausible deniability as to being the source of the misleading 
information is a key element of its effectiveness.  There is also a lack of consistency in 
the arguments used to sow doubt as they shift with time to adapt to the public gaining 
understanding of the tactics and to where they can best cause the most confusion.  While 
it does appear that an ever-increasing portion of the population is becoming wise to these 
disinforming efforts, it remains exceptionally important to continue to try to shed light on 
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the nefarious players in this space otherwise, “…[t]he damage, deaths, and harm to 
people will continue to worsen if we don’t expose and discredit denial.”276 

  

  

 
276 Cook et al., ‘America Misled’, 12. 
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