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EXTREMIST USE OF SOCIAL MEDIA - ANATIONAL SECURITY THREAT

INTRODUCTION

In a globalized world that is more interconnected than ever before, social media plays a
big role in terms of both challenges as well as opportunities for government and law enforcement
agencies [Pandalai, 2016]. The ability for criminal and terrorist organizations to operate in the
open poses a huge threat to global security, as laws to address the cyber domain struggle to keep
up with the rapid pace of social media technology to address this growing problem. Social media
continues to be a means to both promote their ideology as well as to recruit new followers [PSC,
2017].  As well, privacy concerns are also on the rise and must be met with a balanced
government approach, otherwise this could lead to an increased fear of government/state

censorship of the internet.

The purpose of this paper is to demonstrate the threat posed to national security by social
media and to highlight the need to grant government authority for greater oversight of the
internet. Analysis will focus on the term radicalization and how violent extremist organizations
employ social media and encrypted applications and whether granting government authority for
more oversight of the internet is a feasible solution to this growing threat. = Analysis will
commence with the drivers for radicalization followed by an examination of different extremist
organizations’ use of social media and encrypted applications. It will conclude with the
recommendation for a conceptual security framework that incorporates a comprehensive, multi-
agency, whole of government (WoG) approach, and a way forward for government and law

enforcement agencies to partner with industry to combat this global threat [PSC, 2017].



DISCUSSION - RADICALIZATION

Since the New York City attacks of 9/11, government agencies have started to work
closer together to address the threat of terrorism posed by violent extremist organizations. Post
9/11, radicalization was a term coined by European law enforcement and intelligence agencies
that by definition meant “anger” [Coosaet, 10, 2014]. In 2004, the term radicalization became
the foundation for an “internal European Union (EU) counterterrorism document that listed
potential root causes for the “anger” [Coosaet, 10, 2014]. It is important to understand the
history of how the term radicalization became accepted into mainstream, and how due to the
“lack of consensus on the drivers that turn extremism into terrorism” assisted terrorist

organizations to recruit more European youth to fight in overseas conflicts [Coolsaet, 10, 2014].

With a growing number of social media users, there is a new “bottom-up” vice “top-down”
dynamic of small self-radicalizing groups and individuals that has developed” whereby
“recruitment has become a more spontaneous local process, evolving through kinship and
friendship bonds” [Coolsaet, 8, 2014]. Some drivers of radicalization for individuals could be
religious in nature, while for others it could be due to economic or political reasons; there is no
one set driver for radicalization. Then there are those who are attracted and adhere to “such
ideologies and engage in terrorism-related activities, including participation in online extremist
forums, circulation of extremist propaganda, terrorist financing, travelling to join terrorist groups
abroad, and in some cases, planning and carrying out attacks” [PSC, 2017]. There are many

different facets to radicalization and how an individual or group reacts to such drivers.

Social media and encrypted applications have “emerged as significant tools for violent
extremists to enable and inspire attacks in the West” [PSC, 2017]. Despite the efforts from some

social media companies to shut down social media accounts of both terrorist groups as well as



sympathizers, both groups and individuals respond quickly by opening new accounts “to
continue the spread of terrorist ideology” [PSC, 2017]. “Encryption technologies to the social
media platforms has created channels of radicalization, recruitment, and activation over live

chats and messages that cannot be indicted by authorities easily” [Terban, 2018].

When Al Qaeda (AQ) lost physical terrain to operate, social media “set the conditions for
movement toward inciting the “far war” over the local struggle” through the use of their online
magazine Inspire [Terban, 2018]. This Modus Operandi (MO) was cited as “Open Source Jihad”
in the extremist group Daesh’s magazine, Dabiq [Terban, 2018]. The investment of a nominal
amount of money and energy has proven to pay large dividends to these groups, who are turning
Social Media into the “bedrock of the fight against the West” [Terban, 2018]. Evidence of this
can be seen in the number of what is being termed “Lone Wolf Jihad” throughout the West, with
incidents such as those in New York City and Munster whereby civilians were killed by a lone
driver in vehicle attack. In the case of New York, the driver was a green card holder to the U.S.
from Uzbekistan, but the attacker in Munster “was not suspected of a political or organized
terror-related motive” [Telegraph, 2018]. Although not all motives are clear, the link that they
all have is that terrorist messaging is reaching a large audience, one that goes well beyond that of
sympathizer to a cause, and is instilling a methodology of how to carry out an attack to create
mass casualties. Even though not every event was motivated by a particular terrorist
organization, extremist organizations can still indirectly take credit for these attacks, as they

were studied and carried out using this particular MO [Terban, 2018].

Far-right groups, such as the U.S. based Three Percenters, utilize social media to attract
others to their cause, and over the past few years have emerged in various parts of Canada

[Hutter, 2018]. One expert at the Centre for the Prevention of Radicalization Leading to Violence



believes that this is the most dangers group in Canada right now, as it continues to increase their
ability to fight back [Hutter, 2018]. Despite this assessment, a “spokesperson for the RCMP said
the force does not investigate movements or ideologies but will investigate the criminal activity
of any individuals who threaten the safety and security of Canadians” [Hutter, 2018]. This group
could be viewed as “a far-right prepper militia movement that is actively arming and engaging in
paramilitary training” and with the RCMP unable or unwilling to investigate this movement, they
are free to operate in the open and use social media to recruit, train, and conduct operations
[Hutter, 2018]. In this particular scenario, the group was formed by like-minded individuals who
are “armed and ready to defend themselves against the government, should it turn tyrannical”
[Hutter, 2018]. A knock on effect to this belief is that should law enforcement act upon
information that this group is involved in illegal activity, they would feel legitimized.
Conversely, should law enforcement do nothing, citing no criminal activity is/has occurred, the

group will continue to grow and train its membership and spread its ideology.

In 2016, the Baqiya family, “which is a loose global network of Daesh supporters,
significantly expanded its online presence”... “to brainstorm attack methodologies, share
operational information, inspire attacks against the West, and to build a sense of community
among extremists” [PSC, 2017]. Twitter and Facebook are the two main social media platforms,
with “Twitter being the epicentre” and often referred to as “Jihadi Twitter” [Miller, 2015]. “You
can be in direct communication with a fighter in Syria within about 15 seconds. That’s part of
the appeal, a lot of these youths feel like they’re part of something greater than themselves”
[Miller, 2015]. The Bagiya online network can accelerate the development and radicalization of
a “troubled youth into an active terrorist” in the “search for purpose and the promise of more”

[Bain, 3, 2016]. “Radicalization is to an underlying factor what fever is to illness — a symptom.



Sometimes, medicine against fever will alleviate the suffering, but as a term should be viewed

the same as a fever is to illness — a symptom” [Coosaet, 46, 2016].

The two aforementioned extremist organizations were used as examples to highlight the
use of social media by both Muslim and anti-Muslim groups to spread their ideology. Despite
their differing views of hatred, the one thing they have in common is their ability to use the
internet to their advantage. In Canada, one Liberal MP “tabled a motion calling on the
government to condemn Islamophobia and develop a strategy to combat it” [Harris, 2017]. The
motion of M-103 was aimed to “condemn and combat Islamophobia, acts of discrimination and
hate against Muslims” [Harris, 2017]. Although this motion may have seemed like a good idea
at its conception, there was a risk that it “could infringe on free speech and the charter right to
freedom of expression, because criticism of Islam could be construed as Islamophobia” [Harris,
2017]. Using this logic, and the two groups above, this would also run the risk of generating
more sympathizers for far-right organizations and it would also legitimize Muslim extremist

messaging that there is a Western hatred toward Islam; not a win-win situation.

DISCUSSION - GOVERNMENT OVERSIGHT

Until recently, the US government has oversight of the Internet with vested authority
from “The Domain Openness Through Continued Oversight Matters (DOTCOM) Act that
required the Government Accountability Office to review any proposal to cede current U.S.
Internet oversight responsibilities to a group of international stakeholders” [Shimkus, 2014]. The
Internet Corporation for Assigned Names and Numbers (ICANN), a California based non-profit
organization, was created in 1998 “ to ensure the Internet would never be controlled by

governments or an intergovernmental organization like the United Nations (UN)” [Shimkus,



2016]. Further rationale for this organization is that it denied hostile countries such as Russia and
China the ability to manipulate the internet for their own nationalistic purposes as they had
previously attempted to do with the United Nation’s International Telecommunication Union
(ITU) [Shimkus, 2014]. “U.S. government oversight was never intended to be a permanent
feature of the internet governance, but rather a temporary measure to be removed once ICANN
could operate independent of government control” [Shimkus, 2016]. This transition is a
powerful step “and an affirmation of the principle that the best approach to address challenges is
through bottom-up, transparent, and consensus-driven processes” [AFP, 2016]. The transition
came with one exception, and that was for the U.S. General Services Administration (GSA) to be
delegated control of the “.gov” suffix and that it be restricted for use by government agencies in

the U.S. [AFP, 2016].

This shift to a privatized governance structure is cited by many throughout the
international arena as a positive step, but it disconnects the U.S. federal government from the
issue to “legislate data security practices” as laws and regulations continue to move slower than
that of technology and business practices [Duncan, 2014]. Further, with a lack of U.S.
government oversight, violent extremist organizations may have the ability to operate more
freely and without reprisal thereby creating a potential impact to government sponsored

counterterrorism efforts.

“Counterterrorism should be a whole-of-government effort, encompassing complex
societal issues such as integration, multiculturalism and social cohesion, and stitching it all
together in a broadened security agenda” [Coosaet, 10, 2014]. Therefore, should the solution be
for government agencies to partner with social media companies to share information, there must

be some level of government oversight and control in order to help effect this change.



Extremist organizations will continue to use social media to spread their ideologys; it is
part of the current national and global security threat and is something that will never go away.
Empowering law enforcement agencies to deal with this threat, to monitor and police the internet
will be critical to developing a successful, holistic response [Terban, 2018]. One of the
outstanding challenges facing the idea of government oversight and partnership with social
media companies is the “legal interpretation concerning the balance of what constitutes freedom
of speech and what constitutes illegal activity” [Terban, 2018]. Further, government oversight
is only scratching the surface of the problem; an effective online counter-message to neutralize
extremist messaging also needs to be developed and agencies at all levels of government and
industry need to be involved [Bokhari, 2016]. Conversely, it should be the smaller, grass-roots
agencies that lead the effort as they are close to the community and are not perceived to bear any
government affiliation [Toor, 2016]. In 2015, when Facebook and Google conducted an
experiment to determine if messaging was being received by their target audience, they
determined that in fact it was. However, the second part of the experiment, to determine whether
there was any success with online de-radicalization could not be proven [Toor, 2016]. This is a
good metric to work with because a counter-message is only good if it is received by the target
audience. Coupled with counter-messaging, other recommendations to address this problem
include: “community-level engagement, that incorporates a campaign to address extremist
discourses and the presence of recruiters in communities; tailoring the message to the audience;
restrictive measures — website takedowns and content filtering paired with counter-messaging;
provide causal alternatives to false extremist narratives; affirm correct information rather than
negate incorrect beliefs” [Goldfien, 2015]. The problem of extremist organizations using social

media to conduct their activities may never be completely eradicated, but authorizing



government greater oversight and control in conjunction with the aforementioned
recommendations may be the most plausible answer that government has at this time to combat

the threat.

CONCLUSION

The world has become smaller today than ever before, due in large part to the number of
subscribers to social media. The ability for criminal and terrorist organizations to operate in the
open is a huge threat to global security, and technology has outpaced government capacity to
create new law to address the cyber domain. Social media and encrypted applications have
“emerged as significant tools for violent extremists to enable and inspire attacks in the West”
[PSC, 2017]. As quickly as a social media company shuts down accounts of both terrorist
groups as well as sympathizers, both groups and individuals respond quickly by opening new
accounts “to continue the spread of terrorist ideology” [PSC, 2017]. “Encryption technologies to
the social media platforms has created channels of radicalization, recruitment, and activation

over live chats and messages that cannot be indicted by authorities easily” [Terban, 2018].

Concerns over privacy and the protection of online information are also on the rise, and
populations are looking to government to implement stronger legislation to protect private
citizens. But this level of oversight and control must be met with a balanced government
approach; otherwise this could lead to an increased fear of government/state censorship of the

internet.

Due to the threat posed from extremist use of social media to national security, greater

government oversight and control of the internet should be established. Government partnership



with industry and social media companies is necessary to build required databases of individuals
and/or groups suspected of illegal activity online. As previously highlighted, these partnerships
would have to be developed carefully between public and private institutions as it could
otherwise have the potential to lead to legal privacy issues and the level of government
jurisdiction. As the number of social media users continues to increase at an exponential rate,
the new dynamic of a bottom-up vice top-down dynamic of small self-radicalizing groups and
individuals must be addressed. Law enforcement agencies should be empowered to conduct
community-level engagements as part of a counter-messaging campaign [Goldfien, 2018]. It is
also equally important to understand the history of the term “radicalization” and to understand
that there are many drivers to this term; that it is not a catchall phrase for all organizations.
Failure to understand this basic principle could work to the benefit of an extremist organization,

as history has proven [Coolsaet, 10, 2014].

Ultimately what is required is a conceptual security framework that incorporates a
comprehensive, multi-agency, whole of government (WoG) approach, and a way forward for
government and law enforcement agencies to partner with industry to combat this global threat.
[PSC, 2017]. It must take into account human interaction and the need for community level
engagement, as a technological solution alone would be ineffective. The need to understand how
to reach out to a community online is also a critical component to a successful outcome. As the
2015 experiments conducted by Facebook and Google concluded, although information may be
“viral” it may or may not have been received by the target audience [Toor, 2016]. This metric
can now be used to gauge the success of other counter-messaging campaigns as part of a cyclical

analytic process.
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