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NAVAL COOPERATION AND GUIDANCE TO SHIPPING
IN THE CONTEMPORY OPERATING ENVIRONMENT
Maritime transport is the backbone of global trade and the global economy.

-

Former UN Secretary-General Ban Ki-moon

Introduction
Maritime trade remains an essential component of the modern globalised society.
Seaborne trade accounts for over 80 percent of global trade by volume and 70 percent by
value.1 In 2016, total volumes of seaborne trade reached 10.3 billion tons. Consequently, the
safety and security of the world’s sea lines of communication (SLOCs) has become even
more important as maritime threats evolve. For island nations such as New Zealand and
Australia, seaborne trade accounts for 99% of trade by volume.2 Such isolation and heavy
reliance on export and import means that any threat to the global order that impacts on safety
of shipping has the potential to cause a direct and profound effect on many nations and the
interconnected global economy.
While the protection of shipping as a core component of a navy is as old as navies
themselves, the foundations of Naval Cooperation and Guidance to Shipping (NCAGS) can
be traced to World Wars One and Two with the Allied Naval Control of Shipping (NCS).
NCS was critical to the allied success in both wars as the war effort was dependant on
supplies and resources arriving by sea.3 After the end of the Cold War the threats to merchant
shipping had evolved and NCS as it stood was no longer as relevant. Therefore, Naval
Cooperation and Guidance for Shipping (NCAGS) was implemented, in order to provide,
1
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“military co-operation, guidance, advice, assistance, and supervision to merchant shipping to
enhance the safety of participating merchant ships and support military operations.”4
Consequently, NCAGS became the interface between naval and merchant shipping “in
support of the operational commander’s mission.”5
Today, despite a very different security environment, the need for protection of
shipping continues. Therefore, this paper argues that Naval Cooperation and Guidance to
Shipping (NCAGS) is a concept that remains relevant in the contemporary operating
environment. NCAGS doctrine provides the basis for this and allows for interoperability in
the Joint, interagency, multinational and public (JIMP) domains. This paper will argue for the
relevance of NCAGS by firstly exploring the current security situation with regard to the
maritime domain. Secondly, by assessing the NCAGS doctrine and tools and discussing their
use in a number of recent case studies. Lastly, by exploring the potential for NCAGS to be
enhanced by the adoption of the Maritime Trade Operations model in order to maintain its
relevance into the future. The essay concludes that global reliance on merchant shipping
coupled with instability in the contemporary environment ensures that NCAGS is indeed still
relevant today. Furthermore, nations that rely heavily on trade must also maintain and uphold
the skills necessary for maritime protection that can be used at home or abroad in the defence
of their national interests.

Today’s Security Environment
The interconnectedness of today’s global economy means that any interruption to
trade could have a rapid and negative effect on national and regional economies. For those
4
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that rely on shipping for up to 99% of their trade, such as Australia and New Zealand, it
would affect all levels of business as well as individual activities within the nation.
Compromised security in or around maritime choke points are a key concern. Taking
Australia as an example, if the Straits of Hormuz or Malacca Strait were to be closed to
merchant shipping any engine dependant on fuel would grind to a stop within two months.
This is because, Australia holds enough fuel stores for only “22 days’ worth of crude oil, 59
days of liquefied petroleum gas (LPG), 20 days of petrol, 19 days of aviation fuel, and 21
days of diesel in reserve.”6
Contempory threats to maritime trade include piracy, transnational threats, state and
non-state hostility, terrorism and cyber-attacks. These threats “all have the potential to hinder,
restrict or even close shipping routes, thus delaying or stopping the availability of
commodities and imposing additional costs on consumers.”7 In addition, any part of the
ocean deemed as a maritime high risk area (HRA) impacts the industry through increased
insurance rates which have a significant financial impact on shipping rates, which in turn
rapidly flow on to the customers. Not all threats to merchant shipping are from state and nonstate actors, maritime trade is also vulnerable to the effects of natural events. Furthermore,
the introduction of mega-ports, particularly in Asia, “has created another kind of chokepoint,
as these ports are critical to the effective movement of seaborne trade.”8
In more recent years maritime piracy has occurred in the Straits of Hormuz, off the
Horn of Africa and more recently West Africa and the Gulf of Guinea. Indeed, 2017 saw a
spike in piracy off Somalia and although not at the numbers seen between 2008 and 2012 the
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attacks serve as a stark reminder to mariners of the fragility of the regions maritime security.9
Additionally, the Malacca Straits and the South China Seas remain a hot spot for piracy with
101 incidents reported in the Asia region in 2017. In fact, this was an increase of 19 percent
on 2016 reports.10
Terrorism is an increasing concern for merchant shipping both in peacetime and
conflict. Despite the relatively low number of attacks against merchant shipping over the past
fifty years, terrorism against or using merchant ships is still seen as a viable threat to ships,
ports and infrastructure.11 An example of a terrorist act against merchant shipping includes
the attack on the MV Limburg off Yemen in 2002.12 The use of a merchant vessel as a carrier
of a weapon of mass destruction (WMD) or as transporter of precursor materials has also
become a concern. Chalk argues that “it is reasonable to assume that the maritime
environment will remain an interest to terrorist organizations because of its expanse, lack of
regulation, and general importance for global trade.”13
Intra and interstate conflict also pose a risk to merchant shipping as seen during the
Tanker Wars of the Iran Iraq conflict in the 1980s, Lebanon in 2006, and in Libya from 2011.
Most recently, from 2016, rockets and missiles have been fired at merchant vessels off the
coast off Yemen. For instance, 3 April 2018, the Saudi Arabian flagged merchant tanker
Abqaiq was attacked in the Southern Red Sea.14 Only one month later on 10 May 2018, a
Turkish bulk carrier carrying wheat to Yemen was hit by a rocket or missile. It has been
9
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assessed that these attacks were carried out by non-state Yemeni actors from ashore.
Subsequently, the attack prompted a warning from a European Union Naval Force
(EUNAVFOR) official that more attacks on merchant ships are likely as the situation
worsens.15
The emergence of new technologies and automation has introduced new threats to the
maritime industry. The key technological concern to the industry, both at sea and ashore,
being cyber. Both state and non-state actors can potentially wreak havoc across the whole
industry. Cyber can be used for commercial gain, to disrupt or at the far end of the spectrum
to cause destruction. The NotPetya cyberattack of June 2017 demonstrated to the maritime
industry the impact of a wide spread cyber-attack. The attack affected the world’s largest
seaborne freight carrying company, Maersk Line, its vessels and its container terminal
operations.16 Another concern is remote vessel access. Remote on-board systems now mean
that vessels can be controlled from ashore. Therefore, the risks exists that a vessel could be
hacked and taken control of by another actor for commercial or political gain. This occurred
in February 2017 when a container vessel lost all control of its on-board navigation systems
for 10 hours.17
Recent advances in military technology have seen containerised missile systems such
as the Russian Club K and the Israeli Long-Range Artillery (LORA) system being developed
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and marketed.18 Their potential use for deception brings into play significant concerns and
issues for both shipping and militaries.
Finally, while the end of the Cold War saw a decline in the threat of a war being
played out at sea, more recent events have seen a return to great power competition.19 For
instance, the situation in the South China Sea and the Straits of Hormuz have the potential to
cause major concerns for maritime trade protection.

NCAGS
Vice Admiral Tim Barrett states, "Merchant vessels provide the business of the sea
and naval vessels provide the security of the sea."20 Therefore, the navy must be in the
business of protecting those same merchant vessels in times of need. It is the NCAGS
doctrine that provides the means and the effects in order to do this. Furthermore, it is the
NCAGS organization that “speaks the language of both the navies and the merchant marine”
and in doing so provides a conduit for collaboration.21
NCAGS as a doctrine continues to evolve with the changing times in order to stay
relevant. NATO can no longer demand that commercial ships be “controlled” by naval
forces, hence the change to “co-operation.” Merchant shipping may choose to follow military
recommendations however, to choose not to may mean forfeiting military protection in threat
areas. While military operations often involve, or have an impact on merchant shipping,

18
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conversely commercial shipping may affect military operations.22 Therefore, cooperation can
“minimize delays and enhance the safety and security of merchant ships when transiting
through maritime areas of operation.”
NCAGS is applicable across the full spectrum of operations, from peace time
operations to conflict. The NCAGS organisation provides the operational commander the
ability to apply a tailored NCAGS solution ranging from an embarked staff officer to multiple
deployable elements.23 NCAGS is based around providing the operational commander a
series of effects in order to contribute to the Commander’s decision-making process as well
as the efficient and effective use of military assets. NCAGS effects help facilitate freedom of
manoeuvre and the “free flow of maritime trade in the area of operations.”24 This includes
providing enhanced maritime domain awareness (white picture), de-confliction of shipping
with operational requirements and providing liaison, guidance, advise, assistance, supervision
and confidence to merchant shipping. NCAGS effects are intended to increase “merchant
shipping’s confidence in military operations”25 and to ultimately assist in protecting the
“nations’ economic well-being and international stability.”26
The key to an effective NCAGS organisation is co-operation not only between the
civil-military interface but between nations. It has been recognised that:
There is never enough resources to concurrently protect all shipping and all ports…
Every maritime nation faces a similar situation therefore efforts continue to build an
international partnership of navies willing to participate in global maritime security.27

22
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Therefore, NATO and the Pacific and Indian Oceans (PACIO) shipping working
groups provide the forums for member states to advance inter-operability through discussion
and exercises.28 Indeed, as Till states, “the relationships developed with regional navies
through exercises, port visits and training provide the opportunity for regional cooperation to
protect shipping, as all countries will be affected if there are disruptions to seaborne trade.” 29
NCAGS provides an internationally recognised doctrine that acts as a baseline for
maritime protection operations. It does however also serve as a flexible tool, as nations are
free to supplement the doctrine according to their needs. The existence of multinational
doctrine is also indispensable when it comes to training, preparation, and interoperability.
The non-prescriptive nature of the doctrine and the unclassified nature of most NCAGS
operations means that it is suitable for the Joint Interagency, multinational and public (JIMP)
domains. Likewise, the ATP- 2.1 handbook provides the industry with an unclassified
handbook for NCAGS operations which allows for a shared understanding across all sectors
of shipping.
A counter argument to the usefulness of NCAGS is rooted in Mahan’s influence.
Although Mahan acknowledged the disrupting effect of guerre de course30 he believed that it
was sea control through supremacy of force that would ensure safety of shipping.31 However,
this thinking led to a time lag in the implementation of a formal system of protection of
shipping during WW2.32 Accordingly in today’s complex environment the offensive strategy
is not always possible when rules of engagement pose limitations. The tanker wars of the
Iran-Iraq War were an example of this. When the threat is asymmetric, overwhelming force is

28
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not always the answer. In summing up, traditional maritime security doctrine and
assumptions cannot counter the inherent flexibility of NCAGS.

Case studies of recent use
Current operations based on NCAGS doctrine include United Kingdom Maritime
Trade Operations (UKMTO) Dubai and Operation Sea Guardian. UKMTO Dubai, “conducts
operations in an area covering the Red Sea, Persian Gulf, Gulf of Aden and Indian Ocean
high risk areas,”33 in order to promote the freedom of navigation and trade through the region
and in particular through choke points such as Bab Al Mandeb and the Strait of Hormuz.
UKMTO Dubai also supports EUNAVFOR Operation Atlanta and the Combined Maritime
Forces (CMF). In particular, Combined Task Force 151 which is a UN mandated mission
focussed on counter–piracy and maritime security operations in the region. UKMTO is the
principal contact for vessels in case of “threat, attack and for liaison in order to de-conflict
with Coalition maritime security operations.”34 UKMTO is led by the Royal Navy MTO and
staffed by personnel from a number of navies. Additionally, there has been a NATO NCAGS
officer deployed on board the EUNAVFOR flagship with Operational Atlanta since 2008.35
Operation Sea Guardian is a NATO maritime security operation in the Strait of
Gibraltar, its approaches and the Mediterranean Sea. It evolved from the counter-terrorismfocused Operation Active Endeavour in order to “build maritime situational awareness,
support regional maritime capacity building and counter terrorism and is ready to respond to

Sea Power Centre Australia, Australian Maritime Operations, 116.
Sea Power Centre Australia, Australian Maritime Operations, 116.
35
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33
34
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a broad spectrum of maritime security threats.”36 NCAGS is co-ordinated by the NATO
Shipping Centre in Great Brittan.
Prior to Operation Sea Guardian, NATO led NCAGS operations within Operation
Active Endeavour in the Mediterranean and Operation Ocean Shield in the Indian Ocean.
Operation Shield was closed in 2016 when there had not been a confirmed piracy attack in
over two years.37 Other incidences of NCAGS operations include the Tanker Wars of the
1980s and the Libyan crises in 2011. During the 2011 Libyan crises a NATO NCAGS
organisation was set up to facilitate the co-ordination between civilian shipping and naval
forces. During this period the NATO Shipping Centre (NSC) Naples provided information,
advice and guidance to merchant shipping and co-ordinated the safe transit of shipping in the
region.38
In Europe the permanently staffed NATO Shipping Centre (NSC) in Northwood,
Great Brittan, is part of the NATO NCAGS organisation and provides the key point of
contact between the military authorities and the shipping community.39 For non NATO
operations this responsibility is managed at a national defence or coalition level by respective
NCAGS or Maritime Trade Operations organisation. Nations such as the United Kingdom,
New Zealand and Australia have transitioned from NCS to Maritime Trade Operations
(MTO). It is the MTO organisation that provides the NCAGS effects for command. Some
nations have expanded the MTO role to encompass more than that stipulated in the NCAGS
doctrine, in order to make it more relevant to their national and defence needs.
The model adopted by the RAN and RNZN is one of MTO officers and ratings who
provide the link between the maritime industry and the defence force. These Reservist
36
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personnel have some form of connection to the maritime sector, are ex- regular force or have
government agency experience, such as border force and customs. For Australia and New
Zealand MTO provides a civil/military capability able to support the Defence mission and its
role in protecting maritime trade.40
The Australian Defence Force (ADF) have expanded the MTO role beyond that of
NCAGS to include civil military cooperation (CIMIC). Their MTO provides CIMIC
capabilities during operations and exercise which include the briefing of merchant vessel
masters on risks, self-protective measures, and routing, as well as ongoing liaison and
communication and liaison with shipping entities and vessels at sea.41 In addition, MTO
facilitates, “Maritime domain awareness briefings and reassurance to shipping industry
bodies and port authorities operating in exercise areas, areas of tension and conflict or other
high-risk areas.”42
The need for safe and secure ports is important to the ADF as it increases operational
effectiveness. This was demonstrated during the conflict in Timor Leste between 1999- 2001,
where the ADF relied heavily on commercial vessel support, safe ports and port infrastructure
for operations.43 It is also an example of where MTO can be utilised to manage maritime
civil military interaction.

Future of NCAGS
Most typically NCAGS is implemented at the higher end of the threat spectrum
during peacetime, crises or conflict. NATO doctrine in the form of NCAGS allows coalitions
to train, exercise and activate maritime protection utilising a common doctrine. However,
Sea Power Centre Australia, Australian Maritime Operations, 116.
Sea Power Centre Australia, Australian Maritime Operations, 117.
42
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43
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maritime trade protection requires an organisation that is flexible, agile and delivers value
beyond the establishment of formal NCAGS procedures. A Maritime Trade Operations model
such as the ADF MTO can therefore provide the support mechanism to enact a larger set of
tools directed at protection of shipping and supporting the operational commander.
MTO functions could be expanded to include the provision of planning advice to joint
operations, liaison with industry and civil authorities and the conduct of Information
operations. MTO could provide support to non-combatant evacuation operations (NEO)
operations ashore or afloat as well as support to stabilisation operations involving port and
harbour infrastructure. MTO is ideally positioned to establish a “coast watching organisation”
and maritime “neighbourhood watch”44 Lastly, MTO is well positioned to build knowledge
on the maritime “patterns of life” by determining what constitutes “normal” maritime
activity. This is a challenge for operators and analysts due to the extent of trading activity,
vessels, flags, routes, crew, cargo and its documentation, “and the administration and
oversight that links vessels with owners, vendors, charterers, freight forwarders, agents, and
cargo recipients.”45 The ability to detect anomalies would therefore supply the operational
commander with valuable information.
The maintenance of a NCAGS capability and uniformed personnel who understand
the maritime industry should be seen as a force multiplier. Indeed, Gordon’s words written
about Jutland, serve as a warning, “A service which neglects to foster a conceptual grasp of
specialist subjects will have too few warriors able to interrogate the specialists.”46 The culture
of “just in time” that has been adopted by many of today’s defence forces is not adequate
when it comes to building and maintaining networks and trust between Defence and the civil
sector. Indeed, as Vice Admiral Tim Barrett states, “the need for military liaison with
Sea Power Centre Australia, Australian Maritime Operations, 118.
Bateman, Lloyd's MIU Handbook of Maritime Security, 348.
46
Andrew Gordon, The Rules of the Game: Jutland and British Naval Command, Penguin: UK, 2015,
44
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industry will be on a far greater scale as the ADF manages a more complex and potentially
volatile regional maritime picture.”47 These relationships must be developed in peacetime in
order to provide the capability and assurance to the maritime industry in times of crises or
conflict.

Conclusion
The global reliance on merchant shipping coupled with instability in the
contemporary environment ensures that NCAGS is indeed still relevant today. NCS was a
vital part of the allied success in the First and Second World Wars and it is clear that the risks
faced today, let alone potential risks in time of conflict, require a flexible tool like NCAGS.
This is evidenced by the fact that NCAGS has been extensively utilised in the Middle East
and the Mediterranean over the last ten years.
Nations that rely heavily on trade must maintain and uphold the skills necessary for
maritime protection that can be used at home or abroad in the defence of their national
interests. NCAGS is not a doctrine that can be pulled off the shelf and put straight into
practice. To gain the most benefit, effective NCAGS operations require relationships with
industry to be in place and for NCAGS to be incorporated into a structure that allows for
seamless integration into the task force or campaign. Subsequently, providing the operational
commander with a flexible tool able to provide a series of effects in order to contribute to the
operational campaign and to enhance safety and security at sea.

47
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