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INTRODUCTION 

A Revolution in Military Affairs 
(RMA) is clearly under way, and it 
will have significant implications for 
Canadian Forces operations and activi-
ties, and on the military capabilities 
needed for the future. 

— General J.M.G. Baril1  

 The revolutionary way in which the 
Information Age has enveloped all aspects of 
life is nearly a commonly accepted phenome-
non.  Advances in technology have influenced 
the methods and speed with which the world 
trades, educates, and communicates.  The 
In-ternet weaves connectivity between so-
cieties and has been likened to being “the 
greatest learning tool for people everywhere 
since the invention of the printing press.”2  It 
is equally used as a platform for education, 
propaganda, and activism.   The ability to 
harness information and use it to advantage 
is seen as a key enabler to improved enlight-
enment, pro-ductivity and effectiveness. 

 The systems that focus and channel 
this abundance of information have quickly 
become staples in our lives, from automated 
banking machines, and computer-controlled 
power grids, to stock markets and networked 
telecommunications systems.  Our reliance 
on these systems, however, can also be a 
weakness; their disruption can lead to chaos.  
The potential threat this disruption poses to 
our society is unlike any that has come be-
fore.  In the past, a nation’s security was 
based on its ability to respond to threats of 
force or economic coercion, usually with a 
conventional military force of some kind.  

With critical vulnerabilities now being linked 
to information systems and infrastructure that 
support heavily information-reliant econo-
mies, protection from these threats has be-
come a serious consideration.  This concern 
is evident in the government-led efforts that 
many nations are making to establish critical 
infrastructure protection programmes.3   

 The nearly universal influence of in-
formation and information systems can, how-
ever, be leveraged for defensive purposes.  
Foreign relations and politics have always re-
lied on communications to convey political 
policy and intent, and on intelligence to gain 
an understanding of the intent of adversar-
ies. 

Nations collect intelligence to deter or 
minimize the likelihood of surprise at-
tack; to facilitate diplomatic, econom-
ic, and military action in defense of a 
nation in the event of hostilities; and, 
in times of ‘neither peace not war,’ to 
deter or defend against actions by in-
di-viduals, groups, or a nation that 
would constitute a threat to interna-
tional peace and security (such as acts 
of terrorism).4

 In today’s information age, then, one 
of the best means of gaining this intelligence 
is by accessing the networks, information and 
information systems that support an adversa-
ry’s planning, decision and execution cycle.  
This capability is called Computer Network 
Exploitation (CNE).  Acting offensively based 
on this information, to neutralize an adversa-
ry’s ability to use information and informa-
tion systems against oneself, is known as 
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Computer Network Attack (CNA).  This de-
nial, destruction or disruption of an adversa-
ry’s ability to adequately plan, deploy and 
sustain military forces could effectively com-
plement existing conventional military capa-
bilities, and enhance the level of defence for 
the nation that practises it.   

 The purpose of this paper is to dem-
onstrate that the Canadian Forces should 
adopt CNE and CNA as military capabilities.  
In considering this scenario, it will be neces-
sary to examine the issues that pertain to the 
development of this capability:  namely, the 
rationale for developing the capabilities, the 
legal and political aspects, and the CF organ-
ization establishment considerations.  As a 
nation with high educational and technical 
training standards, we should certainly con-
sider the establishment of capabilities such 
as these to be within our national intellectual 
resources.  Within the CF, however, the de-
velopment of a military capability must be 
assessed within a defined Strategic Capabil-
ity Planning model, to determine how well it 
meets the overall needs.  Reviewing CF capa-
bility goals will allow CNE/CNA to be com-
pared to this requirement, resulting in a 
mea-sure of appropriateness for the further 
pursuit of this capability.   

 The use of CNE/CNA, like any mili-
tary capability, must be considered in the 
light of existing international law and politi-
cal sensitivities.  The function of CNE is tru-
ly an intelligence gathering capability, and 
thus its employment will need to be set in the 
context of Canada’s traditional intelligence 
capabilities.  Nations implicitly tolerate intel-
ligence gathering, within the restrictions of 
sovereignty and prohibitions against threats 
of force.  An examination of international 
law, as it pertains to the management of con-
flict and the use of force, will be instrumen-
tal in assessing how the use of CNE and CNA 
will be considered within the international 

community.    

 Next, this paper will propose a model 
for the development of CNE/CNA capabili-
ties:  the Special Operations Forces (SOF) 
development model.  In this chapter the na-
ture of special operations will be discussed 
and parallels drawn between traditional SOF 
missions, such as those assigned to Canada’s 
JTF2, and CNE/CNA operations.  Once it is 
established that CNE/CNA should be treated 
as a SOF mission, the specialized training re-
quirements for CNE/CNA will be discussed, 
and the importance of implementing a well-
defined training programme for these special 
activities will be presented.  This will be fol-
lowed by an analysis of the SOF command 
and control requirements and the current 
JTF2 command and control structure.  Based 
on these best practices, a proposal for the im-
plementation of a new SOF capability, in-
cluding CNE/CNA, will be presented, identi-
fying the importance of high-level control, 
and the necessary coordination with existing 
mili-tary operation command and control 
structures.   

 Finally, these issues will be brought 
together to conclude that the development of 
CNE/CNA as a military capability is an im-
portant and legally and politically accept-
able activity that should be approached as a 
SOF mission.  The training and organiza-
tional structure necessary to implement this 
capabil-ity must clearly reflect this SOF 
consideration.  The paper’s recommendations 
can serve as a starting point from which the 
planning, training, mission development and 
execution of CNE and CNA can commence. 

RATIONALE FOR DEVELOPING 
CNE/CNA CAPABILITIES 

 CNE/CNA are capabilities that togeth-
er have the flexibility to provide non-lethal 
and lethal effects, are relatively inexpensive, 
and are extremely adaptable.  However, while 
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it is simple to assert that it would be worth-
while to develop them within the CF, in prac-
tical terms all military capabilities are in 
competition for the ever-shrinking defence 
dollar.  Thus, before deciding to develop any 
military capability, the CF must determine 
how well that capability meets military re-
quirements.  Consequently, the CNE/CNA 
capabilities must be examined within the 
larger context of military requirements.  
This chapter will examine the roles of CNE 
and CNA within the broader Information 
Operations strategy and consider our increas-
ing de-pendence on information systems.  
With this understanding, an overview will 
be conduct-ed of how the CF currently de-
termines its ca-pability requirements.  
Knowing the capabil-ities that the CF needs, 
we should use this baseline to assess the 
effects that the CNE/ CNA capabilities can 
provide.   

CNE/CNA and Information Operations 

 Computer Network Attack (CNA) is 
a specific offensive military capability that 
is part of a larger military strategy known as 
Information Operations (IO).  Within the CF, 
information operations are defined as “ac-
tions taken in support of national objectives 
which influence decision-makers by affecting 
others’ information while exploiting and pro-
tecting one’s own information.”5  The activi-
ties that support IO occur across the spectrum 
of conflict, from peacetime through to war, 
and are defensive or offensive in nature.   

 Defensive IO activities are categorized 
as those actions that protect one’s own in-
formation and ensure that friendly forces 
have timely access to the information they 
need to make relevant and accurate deci-
sions.6  In broad terms, this includes imple-
menting the processes and procedures nec-
essary for computer network defence 
(CND), ensuring cryptographic, transmission 

and emission se-curity, exercising operations 
security techni-ques, and supporting these 
activities with good public affairs and civil 
affairs campaigns.7

 Offensive IO activities are mounted 
to actively influence real or potential adver-
sarial decision-makers.  It includes the ele-
ments of psychological operations, decep-
tion, electronic warfare, operations security, 
physical destruction and CNA.8  Public af-
fairs and civil affairs are supporting capabil-
ities because public and Non-Governmental 
Organizations’ (NGOs’) support for, and 
their understanding of, military operations 
and objectives are critical in modern society.  
While there are many differing technical def-
initions of CNA, this paper adopts that put 
forth in United States Joint Doctrine:  “oper-
ations to disrupt, deny, degrade or destroy in-
formation resident in computers, or the com-
puters and networks themselves.”9  Within 
this definition, the following effects are pos-
sible through the use of CNA: 

 The destruction of data in an adversary’s 
information systems 

 The deceiving of an adversary through 
the manipulation of his information sys-
tem 

 Denying an adversary the use of his infor-
mation systems 

The methods by which these effects 
can be produced are numerous, but reflect ac-
tions that might exploit different aspects of 
the targeted system.  In the book, The Law 
of Information Conflict:  National Security 
Law in Cyberspace, author Thomas Wing-
field represents these aspects in a graphical 
representation, which is reproduced in a 
slightly modified manner in Figure 2.1 be-
low.10
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 It is important to realize that defen-
sive and offensive IO activities are compli-
mentary functions, and that when engaging 
in offensive IO activities, one must also take 
defensive IO measures.  For example, if one’s 
offensive objective is to deceive an adversa-
ry by manipulating data in his information 
system, it is essential that the operation be 
conducted in a manner that maximizes oper-
ational security, a defensive IO capability.  
The ability to conduct such a mission re-
quires adequate preparation through the col-
lection and analysis of relevant intelligence 
information.   

 This intelligence can be acquired in 
whole or in part through the reconnaissance 
and surveillance of targeted information sys-
tems, or computer network exploitation 
(CNE).  The difference between CNE and 
CNA can be very slight; the surveillance 
that is part of CNE can turn into CNA with 
the few keystrokes needed to plant a de-
structive command or program.  Examples 
of the objectives of CNE include: 

 The collection of government or military 
information from an adversary’s informa-
tion systems; and  

 The analysis of how an adversary uses 
his information systems, from which op-
erating procedures and dependencies can 
be deduced. 

 The information needed for CNA 
can be gathered from a variety of sources, 
includ-ing open source intelligence, network 
mapping and probing, network infiltration 
and data capture, or through other more tradi-
tion-al intelligence sources such as human 
and signals intelligence.  The fusion of this 
intel-ligence information will provide a pic-
ture of the target information system that 
includes as a minimum the architecture, the 
operating systems and applications, security 
measures and processes, system management 
functions, the types of information available, 
and the external systems that rely on or con-
tribute to the information databases.  Using 
this infor-mation, we can initiate CNA activi-
ties to disrupt the adversaries’ information 
systems, de-ny them their use, or deceive 
and confuse them through manipulation or 
destruction of their own information.  The 
offensive poten-tial of CNE and CNA is also 
clearly reflected in the Canadian Govern-
ment’s concern and action to protect Canada 
from cybernetic threats through the creation 
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of the Office of Critical Infrastructure Pro-
tection and Emergency Preparedness 
(OCIPEP). 

 Formed on 5 February 2001, to “de-
velop and implement a comprehensive ap-
proach to protecting Canada’s critical infra-
structure,”11 OCIPEP has identified six sec-
tors of national critical infrastructure: 

 Energy and Utilities 

 Communications 

 Services (such as financial services, food 
distribution and health care) 

 Transportation 

 Safety (such as nuclear safety, search and 
rescue, emergency services) 

 Government 

 The concern for Canada’s critical in-
frastructure is over both physical and cyber-
netic threats.  The seriousness of the cyber-
netic threat is reflected in content of the 
OCIPEP web site, where over 90% of the 
alerts, advisories, information notes and oth-
er analytical products posted focus exclusive-
ly on computer network vulnerabilities.12    
Recent OCIPEP presentations have highlight-
ed the increasing speed and monetary cost of 
cybernetic incidents, quoting a 2000 Price 
Waterhouse Coopers report that identified a 
total cost of US$1.39T for all security 
breaches in 2000.13  Computer Economics, 
an independent research organization, has 
produced figures of US$13.2B for the eco-
nomic impact of malicious code incidents in 
2001.14  These economic costs are large, but 
do not include the possible impact on nation-
al security issues.  OCIPEP’s concern about 
the broader impact of incidents such as these 
indicates that Canada is seriously concerned 
about the protection of its critical infrastruc-
ture from cybernetic threats.   

 Within the CF, information protection 
has been a focus for a considerable time, as 
witnessed by the long-standing cryptograph-
ic programme.  However, the increasing 
reli-ance on computer systems for command 
and control, and the need to securely inte-
grate and interconnect the existing stovepipe 
infor-mation systems, compete with the re-
quirement to access the Internet for unclassi-
fied information processing and to comply 
with the Government On-Line (GOL)15 di-
rectives.  As a result of these requirements 
and the need to protect our systems against 
the range of threats from script kiddies16 and 
hacktivists17 to foreign covert operations,18 
CF efforts have focused on CND,19 with 
intelligence gathering performed by a num-
ber of Government agencies, including 
DND, the Communications Security Estab-
lishment (CSE)20 and the Canadian Security 
Intelligence Service (CSIS).21  CNE and 
CNA, however, have re-mained relatively 
undeveloped beyond the definitions and 
concepts contained in the CF IO policy.  As 
the tide begins to turn in meet-ing the CND 
challenges, it is appropriate that attention is 
now paid to the capabilities that CNE/CNA 
can provide to the Canadian Forces.  How-
ever, to determine whether they will be valu-
able to the CF, it is important to understand 
what the CF capability requirements are and 
how they are determined.   

How the CF Selects Military Capabilities 

 That CNE/CNA have military appli-
cations is clear, but the potential for military 
employment alone is not sufficient to invest 
funds in developing the capability.  Indeed, 
there are many military capabilities that the 
CF currently neither has nor is soon likely to 
possess; for example, the air force does not 
have an integral Airborne Warning and Con-
trol System (AWACS), the Navy does not 
have aircraft carrier capabilities, and the Ar-
my possesses no heavy artillery or heavy 
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 Coordination with Other Government 
In-itiatives (Coord with OGIs). 

mechanized forces.  Selecting the capabili-
ties the CF will possess is, instead, a reflec-
tion of functionality, affordability and, of 
course, Government policy.  These major capabilities are subdivid-

ed into three levels of tasks:  those carried 
out at the military strategic level, the opera-
tional level and the tactical level.  The stra-
tegic military level is concerned with identi-
fying the military objectives and desired end 
states needed to meet the direction and con-
straints that have been provided by the polit-
ical leaders.  It outlines the military action 
needed, and allocates resources to accomplish 
this activity.24  The operational level is in-
volved in producing and sequencing the mil-
itary and other resources assigned to an oper-
ation to reach the desired end state and meet 
strategic objectives.25  Finally, the tactical 
level is involved in the planning and direct-
ing of military resources in battles or engage-
ments within the confines of a larger opera-
tion.26   

 The military capabilities that the CF 
develops must reflect the Canadian defence 
policy, which in turn should reflect Canadi-
an foreign policy.  With the 1994 White Pa-
per on Defence acting as the current Canadi-
an Government direction and guidance, it 
has been determined that the CF must main-
tain “multi-purpose combat-capable forces.”22  
With this guidance and the further direction 
provided in DND’s Strategy 2020, the Cana-
dian Forces has established a Strategic Ca-
pability Planning framework that reflects a 
capability-based approach to force devel-
opment.  From this approach has been cre-
ated a Canadian Joint Task List (CJTL) 
which de-scribes and relates different types 
and levels of capabilities that are currently 
required of the CF.  The CJTL addresses 
eight major ca-pability areas:23 To provide a guide in evaluating what 

capabilities the CF should possess or devel-
op, a matrix has been constructed that iden-
tifies, from a high-level perspective, the 
relative importance of each goal at each 
military level.  Using a scale of High (H), 
where the CF seeks a high degree of capa-
bility, Medi-um (M), where a medium or 
moderate level of capability is acceptable, 
and Low (L), where only a low degree is 
needed, the following matrix was estab-
lished in 2000 as the Capability Goals for 
the CF:27  

 Command; 

 Information and Intelligence; 

 Conduct of Operations; 

 Mobility; 

 Protection of Own Forces; 

 Sustainment; 

 Generation of Forces; and 

Operations 
Level Command 

Info 
& 

Intel 
Conduct Protect Mobility Sustain Generate 

Coord 
with 
OGI 

Military 
Strategic 

H H L L H L M H 

Operational M M L L L M L M 
Tactical M M M M M M M H 
 

Table 2.1 — Capability Goals for the CF 
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 Ratings of Medium or Low reflect 
not only the perceived risks associated with 
achieving only a moderate or low level of ca-
pability, but also an assessment that the CF 
cannot independently achieve a high degree 
of capability in this area of military activity, 
because of either complexity or cost.  The 
level of assessment in each category can 
best be understood by considering the ex-
ample for the Command Capability taken 
from the Strategic Capability Planning for 
the Canadian Forces policy: 

A ‘High’ level of command capability 
at the military strategic level of war is 
assessed as necessary for the CF be-
cause it is at this level of conflict that 
the CF must advise national and multi-
national commanders regarding Cana-
dian military options.  The CF cannot 
rely on allies to perform this capability 
for them, and must therefore be inde-
pendently competent at the military 
strategic level.  The degree of com-
mand capability required at the opera-
tional level is less easy to determine.  
Ideally, the CF would have a “high” 
level of capability here as well, but this 
is not assessed as essential because the 
CF will conduct operational-level mil-
itary efforts as part of a coalition or al-
liance unless it is a domestic operation.  
Therefore a ‘Medium’ level of capabil-
ity is reasonable.  A similar rationale is 
the reason for only a ‘Medium’ level at 
the tactical level.28

What advantages, then, do CNE/CNA 
provide in these fundamental military capa-
bility areas?  For a true value-focused assess-
ment, CNE/CNA should be assessed against  
other capabilities to determine which best 
meet defence objectives, based on the bene-
fits, costs and risks.29  Given the detailed 
evaluation required, this type of comparative 
assessment is beyond the scope of this paper.  

Instead, an individual assessment will be 
considered of how well CNE/CNA support 
the criteria.  

Command and Intelligence 

 The functions of command and intel-
ligence are inextricably linked, in that a com-
mander who achieves information superiori-
ty has greater situational awareness and will 
be able to take rapid, precise offensive and 
defensive action.30  With the concept of Net-
work Centric Warfare (NCW)31 emerging as 
a military response to the information age,32 
the use of CNE/CNA to exploit and attack the 
NCW information, and sensor and engage-
ment grids, will provide commanders with 
tactical and operational advantage.  At the 
operational and strategic levels, acquiring 
key intelligence from an adversary’s infor-
mation systems can provide excellent in-
dica-tors of intent.  This then can be used to 
attempt to influence the adversary not to 
adopt a particular course of action, or be 
used to better structure one’s own capabili-
ties for combat.  Thus, CNE/CNA contribute 
well to the CF desire for a high strategic 
command and intelligence capability, while 
also supporting the moderate operational- 
and tactical-level requirements.  

Operations 

 CNE/CNA operations will be most 
effective against an adversary that is highly 
dependent on his information systems.  But 
is it probable that Canada or the United 
States, for example, would enter into conflict 
with any such states?  In answering this ques-
tion, it is important to recognize the shift that 
has taken place in the way the CF determines 
its military requirements.  A shift from a 
threat-based scenario to a capability-based 
scenario means that requirements are not 
based on a single dominant threat, but on the 
capabilities necessary to meet many types of 
hostile intent.  In simple terms, capabilities 

7 



are not developed based on who we think our 
enemies are, but rather what capabilities will 
be of advantage across the spectrum of con-
flict.  Naturally, capabilities that are widely 
applicable across the spectrum of conflict are 
most attractive.   

 What then would CNE/CNA bring to 
a conflict with a technologically less depen-
dent adversary?  Considering the extreme 
ends of this situation, one could first consid-
er a large but not technically advanced mili-
tary force such as the Chinese People’s Lib-
eration Army (PLA).  Despite the significant 
inroads that China is making to improve its 
telecommunications and information infra-
structure,33 China is not yet highly depend-
ent on its information infrastructure to con-
duct military operations.  However, Chinese 
military concepts consider Information War-
fare (IW) as an unconventional warfare 
weap-on that should be used by the inferior 
to  ov-ercome the superior:  in essence, for 
the Chi-nese, it is a pre-emptive weapon.34  
While CNA may not be a widely applicable 
capabil-ity to counter this type of an adver-
sary, CNE activities could clearly be effec-
tive in deter-mining the capability and 
source of possible cybernetic threats, and 
developing means and methods of defending 
against them.  An ad-versary cannot develop 
a CNE/CNA capability of his own without 
being connected to an infrastructure com-
mon to us both:  the Internet, phone systems, 
etc.  Thus, CNE efforts to determine his 
methods and intent, and CND to protect us 
from those intentions, are critical require-
ments in countering this type of asymmetric 
threat. 

 A different extreme for conflict re-
sides in the possible capabilities of small 
non-state adversaries, for whom asymmetric 
attack with Weapons of Mass Destruction 
(WMD) or other conventional weapons is 
possible.  While the execution of these ac-

tiv- ities does not need to rely on informa-
tion or information systems, their planning 
and coordination is rarely accomplished 
without them.  In a Threat Analysis paper 
published on 21 December, 2001, OCIPEP 
commented that despite the relative techno-
logical isolation of Afghanistan itself “there 
has been significant, albeit unsubstantiated, 
reporting that bin Laden and his Al-Qaida 
organization are sophisticated users of com-
puter and telecommunication technology.  
For example, it has been reported that Al-
Qaida personnel use the Internet for sending 
encrypted communications.”35  With effec-
tive cuing by oth-er intelligence sources, in-
cluding Human and Signals Intelligence, 
CNE could again be used to focus on the 
information systems used by these adversar-
ies to identify their in-tent and capabilities, 
and develop countermeasures.  Thus, while 
CNA is most effective in conflict situations 
that incorporate in-formation systems in 
their offensive action, CNE is effective even 
in situations that are not.  In less overtly hos-
tile situations, such as peace support opera-
tions, CNE/CNA must al-so be able to pro-
vide an effective capability.     

 For over a decade now, the demand 
for Canadian Forces involvement in interna-
tional peace operations has been increasing 
dramatically.36  The nature of these opera-
tions varies from humanitarian assistance to 
peace enforcement, with the CF needing to 
maintain its core combat effectiveness as 
well.  As a result, our military capabilities 
should be effective tools within the re-
straints imposed by Peace Support Opera-
tions, while still being capable of delivering 
and support-ing combat capabilities when 
necessary. 

 The use of IO, in particular Public In-
formation and PsyOps, as a non-lethal means 
of influencing adversaries has had a signifi-
cant effect in past military operations such as 
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in the NATO Implementation Force (IFOR) 
in Bosnia.37  The development of non-lethal 
CNE/CNA capabilities to influence adversa-
ries in a similar fashion would prove to be an 
effective capability at the tactical and opera-
tional levels.  For example, by confronting 
an adversary with advance knowledge of his 
plans and intentions, or by denying him his 
command and control systems, it may be pos-
sible to dissuade him from proceeding.  An 
example of the possible strategic effects that 
CNE/CNA can have was seen in the widely 
reported allegation that United States hack-
ers accessed banking networks and systems 
to threaten Slobodan Milosevic with the re-
moval of funds from his bank accounts.38  
The US Department of Defense denied their 
involvement in any such activity, citing in-
ternational legal constraints that would pro-
hibit it.39   The legal and political issues 
associated with such actions are, indeed, 
considerable and will be addressed further in 
Chapter III; however, given acceptable cir-
cumstances, the possible strategic benefits 
from influencing activities in this way is ap-
pealing.   

 At the tactical and operational levels, 
CNE/CNA has already been used to support 
military operations.  US Air Force General 
John Jumper confirmed to the media in 1999 
that CNA penetration techniques were con-
ducted against a Yugoslavian military com-
puter system to manipulate it for the protec-
tion of a US or NATO attacking force.40  
Thus, through its ability to deceive an adver-
sary, CNE/CNA can provide Force Protection 
to friendly forces.    

 Force protection requirements for 
those conducting CNE/CNA will be depend-
ent upon whether remote access or physical 
access is required for the activity.  Obvious-
ly for remote operations, the need for pro-
tec-tion is limited, as the force will not be 
within the area of operations, and is thus not 

at risk of enemy fire.  In a society that toler-
ates on-ly low casualty rates, this could 
make the re-mote CNE/CNA capability a 
very attractive option.  For those instances 
in which physical access is required, force 
protection will be required, either for the 
military asset that engages in the physical 
destruction of the in-formation system, such 
as a bomber aircraft, or for the special forces 
capability that will escort the CNE/CNA 
team to the targeted system.  Thus, the 
greatest dividends will be paid, with respect 
to force protection, when remote operations 
are conducted.   

 In a similar manner, CNE/CNA op-
erations are extremely effective in meeting 
the third Operations capability, Mobility.  
Again, the ability to conduct remote opera-
tions neutralizes the traditional CF concern 
for a high level of strategic mobility, as no 
movement from the protected centre of oper-
ations is required to carry out the function.  
For those instances in which kinetic destruc-
tion is required, the use of air assets, for 
which mobility is a key characteristic, will 
meet the tactical requirements.  For non-de-
structive activities that require physical ac-
cess, the likely choice of escort by special 
forces, who train and operate for mobility, 
will meet the tactical requirement.    

Sustainment and Force Generation 

 As in the case of mobility, the fact 
that CNE and CNA activities can be conduct-
ed remotely greatly reduces the sustainment 
and force generation requirements that ac-
company other deployed military capabili-
ties.  The troop rotation, airlift, and logistics 
requirements that add complexity to deployed 
operations do not need to be addressed, un-
less CNE/CNA activities require a physical 
presence in an area of operations.  Instead, 
the static environment of the Department’s 
headquarters organizations will address the 
traditional needs for sustainment and force 
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generation.   

As previously discussed, with limited 
funding available for the establishment of new 
capabilities, the development of CNE/CNA 
capabilities is extremely inexpensive for the 
possible effects.  This is because the equip-
ment needed for CNE/CNA is commonly 
available, with specialized programming, 
hardware and personnel training comprising 
the majority of the costs.  The procurement 
cost for a single F/A–18C aircraft currently 
runs at approximately US$24M,41 whereas 
the cost to purchase 20 state-of-the-art com-
puters would be approximately US$444K.42  
Thus the capital costs for force generation 
and sustainment are relatively small in com-
parison to those of other capabilities. 

Coordination with Other Government 
Initiatives 

 Interoperability with our allies, espe-
cially the United States, is a key requirement 
for the CF.43  The interconnected nature of 
our existing defence agreements, intelligence, 
and surveillance capabilities reflects this rela-
tionship.  Future investments in the Joint 
Space Project and the Military Satellite Com-
munications Project are seen as investments 
both in interoperability and in access to oth-
er intelligence and information sources.44  In 
essence, contributions made in one particu-
lar area can result in access to other areas of 
interest.  From a CNE/CNA perspective, a 
combined approach to conducting global net-
work surveillance would be to the benefit of 
both nations, each feeding the larger intelli-
gence database for analysis and exploitation 
as needed.  With the existing agreements for 
intelligence sharing from other sources, ex-
tending the interoperability to the fields of 
CNE/CNA is not beyond reasonable expec-
tation.  It does, however, require an effective 
capability contribution on behalf of the CF. 
With this agreement in place at the strategic 
level, tools and techniques developed for use 

at the tactical level can be exchanged, with 
Canada and the US each assuming areas of 
expertise.  In this way, CNE/CNA support the 
requirement for high levels of coordination 
with other governments at strategic, opera-
tional and tactical levels.   

Final Assessment 

 Upon examination of how CNE/CNA 
would contribute to the CF Capability goals, 
it is clear that across all levels, they support 
the high and medium capability requirements 
and frequently exceed low capability require-
ments.  The remote nature of CNE/CNA op-
erations supports the requirements for mobil-
ity, force protection, sustainment and force 
generation, while the contribution to strate-
gic intelligence allows command to be more 
effectively executed.  

 Thus we can see that CNE/CNA meet 
and exceed CF capability goals.  For a true 
value-based approach to capability selec-
tion, formal comparisons to other capabili-
ties should also be conducted to determine 
their priority with respect to other candidate 
capa-bilities.  However, given their low pro-
cure-ment cost in comparison to other capi-
tal pro-curements and the recognized impor-
tance of strategic intelligence, CNE/CNA 
deliver sig-nificant “bang for the buck”.  This 
should re-sult in favourable consideration for 
development.  

 While it is clear that CNE/CNA are 
capabilities that have much to offer the CF, 
it is still necessary to consider other factors 
in determining their usefulness.  Key among 
these is the issue highlighted by the US De-
partment of Defense, when it denied use of 
CNA against Slobodan Milosevic:  what are 
the legal and political restraints to employing 
CNE/CNA?  These factors will be examined 
next.  

LEGAL AND POLITICAL 
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CONSIDERATIONS 

 The past decade has witnessed in-
creasing debate over the legality and the po-
litical sensitivity of CNE and CNA.  Within 
Canada, however, this debate has not had sig-
nificant prominence for two reasons.  First, 
Canadians tend not to think of themselves as 
aggressive in nature.  As evidence, consider 
how the use of the term “Canadian peace-
keeper” in our vernacular has nearly replaced 
the more accurate term “Canadian soldier”.  
Our historical involvements in conflict strong-
ly belie this pacifistic self-perception, yet it 
remains a tangible element of the Canadian 
psyche.  As a result, debate on the develop-
ment and use of new military capabilities is 
perhaps seen as “inappropriate” and is thus 
avoided.  A second possible reason why this 
debate has been muted is the historical se-
crecy that has surrounded Canadian intelli-
gence agencies and their mandates.  If the 
CF is to consider the use of CNE/CNA, this 
aversion to discussing military and intelli-
gence issues must be overcome; the realities 
of the legal and political issues need to be 
publicly addressed. 

 This chapter will address the legal 
and political considerations of executing 
CNE/ CNA capabilities.  It will begin by 
reviewing Canada’s traditional involvement 
in intelligence activities, and then outline our 
current intelligence collection and analysis 
capabilities.  Increased concern over terror-
ism and the introduction of Bill C-36, the 
Anti-Ter-rorism Act, passed by Canadian 
Parliament on 28 November 2001, sets the 
stage for CNE by formally recognizing the 
importance of gathering intelligence through 
the exploitation of the global information 
infrastructure.  To assess the legality of 
CNE/CNA activities, a review will be con-
ducted of the international laws that guide 
the management of conflict and the conduct 
of warfare.  It will become evident that 

changes in the nature and perception of “use 
of force” concepts will re-quire Canada to 
consider not only the methods by which 
CNE and CNA are executed, but also the 
possible and actual effects of those activi-
ties.  Finally, recommendations will be 
made for the politically acceptable and legal 
use of CNE and CNA in Canada. 

Canada’s Intelligence History 

 Canada had been involved in intelli-
gence gathering and processing45 since the 
First World War, but it was not until the mid-
dle of the Second World War that the use of 
intelligence was developed for other than in-
ternal security and counter-intelligence 
func-tions.46  While Canada participated in a 
num-ber of allied intelligence operations, 
including the establishment of Camp X, an 
espionage and sabotage training facility near 
Toronto,47 Canada’s greatest involvement 
was in the de-velopment of its signals intel-
ligence and, to a lesser degree, its code-
breaking capabilities.  In the quid pro quo 
relationship that exists in the world of intel-
ligence, “Canada found it-self actively and 
intimately involved in a great power intelli-
gence alliance.”48   

 As World War II was drawing to a 
close, the future peacetime role of the new 
Canadian intelligence capability began to be 
debated.  The Canadian Joint Intelligence 
Committee developed a proposal for a peace-
time strategic intelligence capability, “under 
which were subsumed the fields of military, 
political, scientific, economic, demographic 
and geographic intelligence as the key to suc-
cessfully facing the challenges of an uncer-
tain future.”49  These concepts were formal-
ized in 1945, when Lieutenant-General 
Charles Foulkes, the Chief of the General 
Staff, produced a paper entitled A Proposal 
for the Es-tablishment of a National Intelli-
gence Orga-nization, in which he argued 
that Canada’s foreign policy and national 
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security were de-pendent on access to good 
intelligence from allies, and that to get it, 
Canada must itself make a meaningful con-
tribution.50  

 However, this concept of a central-
ized multidisciplined intelligence organiza-
tion did not emerge.  To some degree, the 
resource re-quirements for such an ambitious 
plan played against its chances of succeed-
ing.51  Certain-ly the discovery of Soviet 
espionage activities in Canada in 1945 
tended to focus intelligence needs on inter-
nal security matters.52 Ultimately, the signals 
intelligence and code-breaking capabilities 
were transferred to the Communications 
Branch of the National Re-search Council,53 
now called the Communications Security 
Establishment (CSE), which was transferred 
by an Order-in-Council to the Department of 
Defence in 1975.54  While the Joint Intelli-
gence Bureau was eventually es-tablished in 
1946, the multifaceted intelligence collec-
tion and analysis capability envisioned by 
Foulkes never appeared.  Instead, with all 
major intelligence committees being chaired 
by External Affairs,55 it was determined that 
Canada “…could rely upon its allies to sup-
ply the information it required, provided that 
it made acceptable contributions though its 
efforts in the field of signals intelligence.  
The principle of quid pro quo functions in-
dependently of the means used to collect 
foreign intelligence.”56  Signals in-
telligence, therefore, has been key to Canada’s 
access to strategic information necessary for 
the development of its foreign and national 
security policies.  With the intelligence-gath-
ering role of CNE, Canada could provide a 
new capability to the shared intelligence 
com-munity. 

Moving on from Signals Intelligence? 

 Information about Canada’s intelli-
gence capabilities and roles has remained, for 
understandable reasons, under a shroud of 

secrecy.  But recently, in the wake of the 
“9/11” al-Qaida terrorist attacks in the Unit-
ed States, Canada’s efforts to fight terrorism 
have brought the missions and roles for CSE 
into the public spotlight.  CSE’s increased 
focus on protecting Canadians has led to a 
stated desire to focus more closely on trans-
national issues.57  In keeping with this new 
objective, one element of the new Anti-Ter-
rorism Act amends the National Defence Act 
to formalizing the role and mandate of the 
CSE, and set out its role in combating terror-
ism.  In particular, Article 273.64(1) estab-
lishes that: 

 The mandate of the Communications 
Security Establishment is: 

a. to acquire and use information 
from the global information infra-
structure for the purpose of pro-
viding foreign intelligence, in ac-
cordance with Government of 
Canada intel-ligence priorities; 

b. to provide advice, guidance and 
services to help ensure the protec-
tion of electronic information and 
of information infrastructures of 
importance to the Government of 
Canada; and 

c. to provide technical and operation-
al assistance to federal law enforce-
ment and security agencies in the 
performance of their lawful du-
ties.58 

 Of interest in the inclusion of Article 
273.64(1)(a) are the clear provisions for the 
use of the “global information infrastructure 
for the purpose of providing foreign intelli-
gence….” This global information infrastruc-
ture is formally defined to include “…elec-
tromagnetic emissions, communications sys-
tems, information technology systems and 
networks, and any data or technical informa-
tion carried on, contained in or relating to 
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those emissions, systems or networks.”59  
Further, in accordance with Article 
273.65(6), “[t]he Minister of National De-
fence may is-sue directions for the Canadian 
Forces to sup-port the Establishment [CSE] 
in carrying out activities authorized under 
this section.”60  What does this mean for the 
development of a CNE capability? 

 Primarily, these formal mandates and 
relationships provide a legal framework 
through which CSE, the CF, or both could 
undertake intelligence gathering using CNE 
techniques.  The inclusion of this type of op-
eration in the mandate recognizes the inter-
connectedness of states through commercial 
land-line and satellite networks, and the val-
ue that can be gained by exploiting informa-
tion systems to gather strategic intelligence.  
Operations in this realm need not focus sole-
ly on covertly accessing classified informa-
tion systems.  Rather, as theorized by Sher-
man Kent, an influential American intelli-
gence official both during and after World 
War II, “over 90 per cent of the intelligence 
information required by a government could 
be found through careful examination of op-
enly available material.”61  Extrapolating this 
from its mid-twentieth-century context to the 
present, the examination of networks con-
nected to, and information available on, the 
Internet will also yield information of in-
telli-gence value.  The use of CNE can then 
be combined with other intelligence sources, 
to enhance Canada’s ability to pursue its for-
eign and national security policies.   

 For the CF, the CNE function can al-
so provide important information that Cana-
da and its allies need to meet military intel-
ligence requirements and to support the use 
of CNA as an offensive military capability.  
How and when new capabilities such as CNE 
and CNA can be used, however, requires an 
examination of the legal framework sur-
round-ing the use of force and espionage.  

International Law and the Use of Force 

 In modern society, the law essential-
ly serves two purposes:  first, to regulate the 
affairs of all persons, be they individuals, 
corporations or governments; and second, to 
set a standard of conduct and morality.  
While each nation or state establishes laws 
to regu-late its internal affairs, there also 
exists the body of law known as interna-
tional law, which governs the relationships 
between states.62  International agreements 
between states are considered binding once 
these states have expressly agreed to comply 
with them.  In addition, there is a body of 
law known as customary international law 
“which consists of practices that have been 
so widely followed by the community of na-
tions, with the understanding that compliance 
is mandatory, that they are considered to be 
legally obligatory.”63  One of the greatest 
contributions of international law has been 
in the regulation of conflict between nations.  
Specifically, there are two strains of interna-
tional law directly relating to conflict:  jus in 
bello, the standards for the conduct of war, 
and jus ad bellum, the laws relating to the 
management of conflict between states. 

 The law of armed conflict, as jus in 
bello is commonly referred to, does not con-
cern itself with the legality or illegality of 
re-sorting to conflict, but rather, it addresses 
the actual conduct of warfare itself.  Many 
rules of war existed as customary interna-
tional law for centuries; these were practices 
common-ly carried out and respected by 
combatants but not specifically covered in 
treaties.  The act of codifying the law of 
armed conflict be-gan in the nineteenth cen-
tury, and since that time it “…has generally 
developed into two regimes:  the Hague 
regulations that govern the means and meth-
ods of warfare, and the Geneva conventions 
that govern the protection of victims of 
war.”64  These rules embo-dy three main 
concepts:  military necessity, humanity and 
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chivalry.65  Based on these con-cepts, armed 
forces must comply with a number of opera-
tional principles. 

 The first of these principles is dis-
tinction, which means that commanders are 
obliged, using the information available to 
them, to distinguish between legitimate tar-
gets, civilian objects and the civilian popula-
tion.  The second principle is known as non-
discrimination, which means that the law of 
armed conflict is binding on both parties in a 
conflict, regardless of which is deemed the 
aggressor.  In addition, this principle requires 
that the laws of armed conflict be applied 
consistently without distinction as to race, 
colour, religion or faith, gender, birth or 
wealth.66  The third principle is that of pro-
portionality, which creates a relationship be-
tween the idea of military necessity and hu-
manity.  In this regard, the principle implies 
that “…collateral civilian damage arising 
from military operations must not be exces-
sive in relation to the direct and concrete mil-
itary advantage anticipated from such opera-
tions.”67  Finally, the fourth principle of re-
ciprocity refers to the concept that military 
forces must treat their enemies in the same 
manner in which they would like to be treat-
ed, as set down in the Hague and Geneva 
conventions. 

 That these rules exist, and that nations 
are bound to abide by them, does not, unfor-
tunately, mean that they are respected.  The 
recent history of conflict in Vietnam, Soma-
lia, and the Balkans, clearly provides instan-
ces of failure to respect the law of armed con-
flict, particularly with respect to non-combat-
ants.  Canada, however, is committed to these 
obligations.  Within the guidelines provided 
to the CF, this responsibility has been ex-
pressed as follows: 

The obligations binding on Canada in 
accordance with Customary Interna-

tional Law and Treaties to which Can-
ada is a party are binding not only up-
on the Government and the CF, but al-
so upon every individual.  Members of 
the CF are obliged to comply and en-
sure compliance with all International 
Treaties and Customary International 
Law binding on Canada.68    

 Thus, the CF must ensure that its 
current and future means of warfare do not 
violate these principles either through their 
methods, or in their effects.   

 Turning away from the conduct of 
warfare itself, the jus ad bellum principles of 
international law are relevant in examining 
the management of conflict, armed or not, be-
tween states.  In ratifying the United Nations 
Charter in 1945, Canada and the other signa-
tories agreed under Article 2(4) to refrain 
from “the threat or use of force against the 
territorial integrity or political independence 
of any state.”69  The inclusion of this article 
in the UN Charter was a significant step for-
ward in managing conflict as it is tantamount 
to agreeing not to threaten or initiate war with 
any other state.  Recognizing that this state-
ment alone will not eliminate interstate con-
flicts, the UN Charter provides under Article 
39 that 

The Security Council shall determine 
the existence of any threat to the peace, 
breach of the peace, or act of aggres-
sion and shall make recommendations, 
or decide what measures shall be 
taken in accordance with Articles 41 
and 42, to maintain or restore interna-
tional peace and security.70

 The UN Charter also acknowledges, 
in Article 51, that nations have “the inherent 
right of individual or collective self-defence 
if an armed attack occurs against a Member 
of the United Nations, until the Security 
Council has taken measures necessary to 
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maintain international peace and security.”71  
This provision for self-defence has since 
been taken one step further with the devel-
opment of the concept of “anticipatory” self-
defence.  The scope of this concept was well 
defined in a letter drafted in 1842 by then-
US Secretary of State Daniel Webster, when 
he iterated that anticipatory self-defence 
should “be confined to cases in which the 
necessity of that self-defense is instant, 
overwhelming and leaving no moment for 
deliberation.”72  

 It is interesting to note the differences 
in the language used in articles 2(4), 39 and 
51 of the UN Charter.  In particular, Article 
2(4) discusses a “threat of force”, while Arti-
cle 39 addresses the broader “threat to peace” 
assessment that may face the Security Coun-
cil.  However, in Article 51, the language is 
much more constraining, recognizing the 
right to self-defence only in cases of “armed 
attack”.  It is evident that this “reflects the 
Charter’s preference for community re-
sponses (e.g., even threats to peace) over in-
dividual ones.”73  The nature of this inconsis-
tent language has caused much discussion 
about whether particular state actions consti-
tute violations of international law, whether 
they can be construed as threats or use of 
force, or whether they equate to armed at-
tacks.  How these actions are interpreted, of 
course, determines how other states legally 
respond to them. 

 There are no set formulae to address 
all circumstances.  Volumes of research have 
been devoted to analysing what the drafters 
of the UN Charter were or were not consider-
ing as “threats” or “use” of force.  Does po-
litical or economic coercion constitute a use 
of force?  It is clear that economic sanctions 
and trade restrictions are well used by gov-
ernments to protect their own national inter-
ests.  But at what point do these actions con-
stitute threats to others or a use (albeit un-

armed) of force?  If such actions are deemed 
as being threats of force, the initiating state 
would certainly be violating Article 2(4) of 
the UN Charter.  Would there be a point at 
which a state suffering under this coercion 
would be considered “authorized” to resort 
to armed self-defence, to respond to an un-
armed use of force? 

 While a strict interpretation of the 
UN Charter can provide a narrow set of an-
swers to these questions, states have not let 
these language restrictions hobble their ac-
tions in international relations.   

On the contrary, in many cases states 
have responded to situations, either in-
dividually or in concert, in which com-
munity interests were served by taking 
coercive measures not specifically pro-
vided for in the Charter.  Such inci-
dents combine to map out a complex 
operational code as to those coercive 
acts the international community, or at 
least the politically relevant members 
thereof, accepts as lawful.74  

  In the management of conflict, there-
fore, it is evident that existing international 
law is to some extent “qualified” with re-
gards to what states consider to be accepta-
ble practice or behaviour.  The development 
of the operational code, referred to above, is 
perhaps analogous to the development of cus-
tomary international practices that will mod-
ify the guidelines of the UN Charter.  What 
impact, then, do the guidelines of the original 
charter and the developing operational code 
have on the introduction and use of CNE and 
CNA?  
CNE and International Law  

 The collection of intelligence infor-
mation is not illegal under international law.  
“No serious proposal ever has been made 
within the international community to pro-
hibit intelligence collection as a violation of 
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international law because of the tacit ac-
knowledgment by nations that it is important 
to all, and practiced by each.”75  It is a cus-
tomary practice of nations and is acknowl-
edged as being a function that supports a 
state’s inherent right to self-defence, a right 
recognized in Article 51 of the UN Char-
ter.76  

 Espionage, the use of spies to collect 
information not publicly available, is normal-
ly a violation of domestic law.  In wartime, 
spying is still considered legal under in-
terna-tional law, although the punishments 
under domestic laws, if apprehended, are 
usually capital in nature.  However, interna-
tional law provides that “soldiers not wearing 
a disguise who have penetrated into the zone 
of operations of the hostile army, for the 
purpose of obtaining information, are not 
considered spies.”77  In the realm of CNE, 
can these phy-sical conditions be translated 
into cybernetic equivalents?  Is there a cy-
bernetic zone of op-erations that encom-
passes the computer sys-tem being targeted 
for information?  Will CNE activities need 
to be attributable to a particular military 
force, to ensure prisoner of war protections? 

 As CNE is generally conducted from 
outside enemy territory, US Department of 
Defense legal counsellors consider that these 
questions will likely not become significant 
legal issues to ponder, as 

(1) If an individual is not physi-
cally behind enemy lines he 
or she is not subject to capture 
during the mission; and 

(2) There will be no issue of act-
ing under false pretenses by 
abusing protected civilian 
stat-us or by wearing the en-
emy’s uniform. 

This will exclude most information op-
erations activities from being consid-

ered espionage during wartime.  Nev-
ertheless, behind-the-lines missions to 
collect information, or to install devices 
that enable the collection of informa-
tion, may well raise wartime spying is-
sues.78

 This statement implies to some degree 
that espionage is not espionage unless one is 
caught.  A more realistic statement might be 
that as espionage is considered a legal activ-
ity under international law, the domestic le-
gal consequences of espionage are not likely 
to be faced in the use of CNE during armed 
conflict.    

 In the peacetime challenge of con-
flict management, acts of real or suspected 
espionage have resulted in the use of force 
by the targeted state.  This response has not 
been well supported internationally.  For ex-
ample, international law holds that states 
have the complete and exclusive sovereignty 
of the airspace over their territory, including 
their territorial waters.79  Aircraft, unlike na-
val vessels, thus do not have a right of inno-
cent passage.  On 1 May 1960, the Soviet 
Union shot down a U-2 reconnaissance air-
craft over Soviet territory claiming that the 
flight constituted an act of aggression on the 
part of the US, in that it might either contain 
a deadly payload or be indicative of a fur-
ther attack, to which an armed response in 
self-defence would be required.80  The UN 
Security Council disagreed with this asser-
tion, and characterized the U-2 flight not as 
a use of force, as outlined in article 2(4) of 
the UN Charter, but rather as a violation of 
Soviet airspace.  This ruling proposes that “a 
degree of reasonableness attend any re-
sponse — in essence that any response must 
be proportional to the act of self-defence 
against a threat, whether real…or perceived 
or alleged ….”81  Since the “9/11” attacks 
on the Unit-ed States, the dispatching of 
fighter aircraft to confront and possibly shoot 
down unresponsive commercial aircraft has 
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indicated that the criterion for reasonable-
ness has broadened. 

As discussed previously, the use of 
CNE as a required precursor to CNA can 
pose problems for states in accurately deter-
mining the intent of the CNE being conduct-
ed in their networks.   

[O]nce a state has penetrated another 
state’s information infrastructure to 
conduct espionage, it is only one key-
stroke away from the capability of en-
gaging in hostile and potentially de-
structive ac-tivities that are unlawful 
under inter-national law.…  If a tres-
passing state is simply looking around 
and copying files, for example, it may 
likely be engaging in nothing other 
than espionage.  If those files, how-
ever, contained orders of battle and 
rules of engagement, then the trespass-
ing state may be engaging in a pre-
attack exploration of the battlefield.  
Similarly if the trespassing state were 
installing trapdoors to facilitate future 
penetrations, then it may be engaged 
in pre-attack penetrations.  Finally, the 
planting of cyber-tools may be indica-
tive of an attack that has not yet mani-
fested itself.  Short of an actual de-
structive attack, howev-er, it is very 
difficult for a state to be sure of the in-
tent of a trespassing state — albeit at 
the minimum such a trespassing state 
is engaged in espionage.82

 If Canada deems it politically accept-
able to engage in CNE during peacetime, the 
activity is certainly considered legal under 
international law.  However, we must be 
aware of the possible responses this activity 
may elicit under Article 51 if the target na-
tion perceives that activity as a precursor to 
armed attack.  The anonymity that typifies 
CNE provides some protection from a target 
nation’s self-defence actions.  However, an 

examination of that nation’s likely responses, 
based on the function of the targeted net-
work, the nation’s past history and other 
international precedents, will be required to 
form an accurate risk assessment for the CNE 
activity.  The integration of legal counsel 
into planning the activities for all CNE mis-
sions will be essential.  These risks must be 
carefully assessed and managed if CNE is to 
provide peacetime intelligence and in war-
time the necessary information to conduct 
CNA. 

CNA and International Law 

 CNA, by its very definition, consti-
tutes a use of force, as its objective is to 
“disrupt, deny, degrade, or destroy informa-
tion resident in computers and computer net-
works, or the computers and networks them-
selves.”83  While in the strictest sense CNA 
does not constitute a use of armed force, its 
effects can produce the same destruction as 
the use of armed force and thus, in practical 
terms, it is likely that the international com-
munity will be more concerned with the re-
sults of the attack than the methods.   

[I]f a coordinated computer network 
attack shuts down a nation’s air traffic 
control system along with its banking 
and financial system and public utili-
ties, and opens the floodgates of sever-
al dams resulting in general flooding 
that causes widespread civilian deaths 
and property damage, it may well be 
that no one would challenge the victim 
nation if it concluded that it was a vic-
tim of an armed attack, or of an act 
equivalent to an armed attack.  Even if 
the systems attacked were unclassified 
military logistics systems, an attack on 
such systems might seriously threaten 
a nation’s security.  For example, cor-
rupting the data in a nation’s computer-
ized systems for managing its military 
fuel, spare parts, transportation, troop 
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mobilization or medical supplies may 
seriously interfere with its ability to 
conduct military operations.  In short, 
the consequences are likely to be more 
important than the means used.84

 In adopting a CNA military capabil-
ity, therefore, it must be clearly understood 
that its use will be considered as a use of 
force, the consequence of which may result 
in enemy use of similar or conventional mil-
itary means. 

 As a use of force, the CNA activity 
must also conform to the laws of armed con-
flict.  Targets must be assessed for military 
value and proportionality, or likely civilian 
collateral damage.  Further, the methods used 
in conducting the attack must not violate any 
existing Hague or Geneva conventions.  Sum-
marizing public discussions on this topic, 
Thomas Wingfield provides examples of two 
very similar CNA scenarios, one of which is 
illegal under the laws of armed conflict, and 
another that is not. 

In a recent article, an author states:  
“analogy strongly weighs against send-
ing a logic bomb disguised as e-mail 
from the International Committee of 
the Red Cross (ICRC) or even from 
‘Microsoft Software Support’ — where 
such a message might be permissible 
without perfidious labels.”[footnote 
omitted]  The flaw in this statement is 
that it incorrectly equates two informa-
tion attacks that are quite different un-
der international law.  The first, a false 
message from the ICRC, is clearly 
perfidious, in that it delivers a weapon 
under the protection of the Red Cross 
symbol — an action directly analogous 
to delivering a car bomb in an ambu-
lance.  The second, however, is just as 
clearly lawful, in that Microsoft Corpo-
ration enjoys no protected status under 
international law.  A message from 

Microsoft would be no different from 
a message from any other firm with 
which a belligerent is doing business.  
The analogy here would be a com-
man-do team emplacing a bomb in en-
emy headquarters while disguised in 
the ov-eralls of a local plumbing com-
pany.85

 Thus, in acquiring a CNA capability, 
one must understand that its employment can 
be considered as a use of armed force, for 
which the methods of delivery and effects 
must respect the laws of armed conflict. 

Final Assessment 

 While Canada’s historical involve-
ment in the intelligence field has concentrat-
ed on signals intelligence and code breaking, 
the recent changes introduced in Bill C-36 set 
the stage for CSE and the CF to engage in in-
telligence collection by exploiting the global 
information infrastructure.  Canada’s current 
contribution to allied intelligence secures 
ac-cess to the information needed to develop 
meaningful foreign and national security pol-
icies.  The desire to access intelligence relat-
ed to transnational issues can be well sup-
ported by exploiting those systems that inter-
connect the global community.  CNE can cer-
tainly provide this capability and should be 
developed for this purpose. 

 The use of espionage is considered le-
gal under international law, and CNE, with 
its characteristic trait of anonymity, is well 
suited to intelligence collection.  The politi-
cal will to enter into the realm of CNE is evi-
dent in CSE’s new mandate.  However, it 
must be carefully planned and implemented 
as its discovery could, in certain circumstan-
ces, be construed by a target nation as a pre-
cursor to the use of armed force, to which 
they would be legally entitled to respond.  
Any such response, while requiring a sense 
of reasonableness to be considered legal, 
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could potentially include the use of conven-
tional armed forces.   

 CF use of CNA capabilities could le-
gally be considered a use of force.  Thus, 
Canada’s use of CNA must comply with the 
exigencies of international law.  The ability 
to execute this capability in times of hostili-
ties, however, is dependent upon the execu-
tion of CNE functions during times of both 
peace and conflict.  As a military capability 
that is highly desirable for its effectiveness 
in the information-dependent global environ-
ment, CNA operations can be implemented 
in a manner that respects both jus ad bellum 
and jus in bello international laws.   

 There are, therefore, no legal imped-
iments to Canada’s establishing CNE and 
CNA capabilities.  Based on military strate-
gic priorities, the CF should work to define 
both types of CNE/CNA missions:  those that 
support the overall intelligence picture; and 
those that will conduct the reconnaissance 
work necessary for the use of CNA in neu-
tralizing adversaries’ military capabilities.  
As is the case for other military capabilities, 
international codes of conduct and the law 
of armed conflict will regulate their use.  
The requirement for CNE/CNA to be used 
in a deliberate and measured way must be 
reflect-ed in the manner in which these ca-
pabilities are developed.     

ESTABLISHING THE CAPABILITY 

 While the use of CNE and CNA must 
comply with the legal and political consider-
ations discussed in the previous chapter, the 
establishment of these capabilities must also 
address the unconventional nature of these 
operations.  The need for this capability to be 
well developed before times of crisis, con-
ducted in secrecy and precise in effect, re-
quires a high level of training which must be 
reflected in the way it is developed, used 
and controlled.  In this chapter, it is proposed 

that the best model to be used in establishing 
this capability is that for Special Operations 
Forces (SOF). 

 To examine the appropriateness of 
this model, the role and purpose of SOF, in-
cluding Canada’s JTF2, will be discussed.  
A comparison of the CNE/CNA missions 
with SOF missions will also be conducted.  
After examination of the similarities between 
SOF and CNE/CNA capabilities, methods 
and objectives, analogies will be drawn be-
tween the SOF training requirements, and 
those of CNE/CNA.  Finally, the SOF com-
parison will lead to the recommendation of 
an appropriate command and control model 
for CNE/CNA capabilities, based on existing 
CF structures and SOF best practices.  To be-
gin this evaluation, an understanding of SOF 
characteristics and missions is required. 

Role of Special Operations Forces 

 Special Operations Forces (SOF) are 
a military capability found in many nations.  
One 1997 summary identified 287 special 
force units within 66 nations or states.86  
The term ‘special operations’ is defined 
variably around the world; however, US 
Joint Special Operations Doctrine provides a 
broadly accepted definition as 

…operations conducted by specially 
organized, trained, and equipped mili-
tary and paramilitary forces to achieve 
military, political, economic, or infor-
mational objectives by unconventional 
military means in hostile, denied, or 
politically sensitive areas.87

 While the range of operations can va-
ry significantly, special operations missions 
can be usefully divided into nine different 
categories:88

 Direct Action — short-duration strikes 
and other small-scale offensive actions 
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including, for example, raids, ambushes, 
direct assault, standoff attacks and recov-
ery operations. 

 Special Reconnaissance — obtaining or 
verifying, by visual or other collection 
methods, information concerning the ca-
pabilities, intentions and activities of 
real or potential enemies, or to secure 
data regarding meteorological, hydro-
graphic or geographic characteristics of 
a particular area; 

 Foreign Internal Defence — organiza-
tion, training, advising and assisting Host 
Nation military and paramilitary forces, 
with a goal to enabling these forces to 
maintain the Host Nation’s internal sta-
bility. 

 Unconventional Warfare — advising, 
assisting, organizing, training and equip-
ping indigenous forces and resistance 
movements; guerrilla warfare; sabotage.  

 Combating Terrorism — defensive 
measures to reduce vulnerability to ter-
rorist acts, such as evaluation of existing 
physical security systems and training 
and offensive measures to prevent, deter 
and respond to terrorism, including hos-
tage or sensitive material recovery and 
attack of terrorist infrastructure.  

 Psychological Operations — inducing 
or reinforcing foreign attitudes and beha-
viours that are favourable to a com-
mand-er, including safety warnings, sur-
render appeals or instructions or appeals 
for pub-lic support. 

 Civil Affairs — establishing, maintain-
ing, influencing or exploiting relations 
be-tween military forces and civil au-
thorities, to ensure that civilians do not 
interfere with operations and that they 
are protect-ed. 

 Counterproliferation of Weapons of 
Mass Destruction — actions to seize, 
destroy, render safe, capture or recover 
Weapons of Mass Destruction (WMD). 

 Information Operations — actions to 
affect adversary information and informa-
tion systems while defending one’s own 
information and information systems. 

 Special operations missions differ 
from conventional military operations in a 
number of ways.  The missions are usually 
clandestine in nature89 and have high milita-
ry or political value.  They can be executed to 
create favourable conditions by influencing 
the political will of a foreign nation or by set-
ting the conditions for further military action, 
as has been seen in Afghanistan.  The forces 
carrying out these missions are usually small 
in size and often operate far from bases.  This 
requires insertion into hostile or politically 
sensitive areas, as well as support and extrac-
tion capabilities.  Rigorous training and mis-
sion-specific rehearsals are usually required 
to increase the likelihood of success.90

 Currently in the Canadian Forces, 
the only Special Operations capability re-
sides in the Joint Task Force Two (JTF2) 
organization, responsible for federal counter-
terrorism and hostage rescue.91  Formal Ca-
nadian doc-trine for special operations, if it 
exists, is not publicly available; indeed, the 
full mandate for the JTF2 is known to be 
published only in Canadian Government 
Cabinet documents.92  Outside of its known 
counter-terrorism man-date, however, its 
employment has been un-officially charac-
terized to also include Direct Action, Special 
Reconnaissance and Foreign Internal De-
fence.93

 While the JTF2 capability brings to 
mind the more offensive types of special op-
erations, doctrinally the less destructive ac-
tivities such as elements of Information Op-
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erations (IO) can also be considered as spe-
cial operations.  Within the broad IO strate-
gy, missions for SOF focus on targeting an 
adversary’s “nodes, links, human factors, 
weapons systems and data”94 and can be 
em-ployed either destructively in war or to 
deter or control crisis escalation.  These defi-
nitions of SOF missions clearly encompass 
the broad purposes of CNE/CNA, which are 
established IO capabilities.  Thus, the 
CNE/CNA functions should be considered 
as SOF missions.  A more in-depth compari-
son of the CNE and CNA missions and spe-
cial operations charac-teristics also reveals a 
clear association.    

CNE and CNA as Special Operations 
Missions 

 While IO is recognized as an indepen-
dent special operations activity, there is also 
great similarity between Special Reconnais-
sance and CNE missions.  The difference is 
the operating environment in which the mis-
sions are conducted:  for the first, it is a phy-
sical space, while for the latter, it is cyber-
space.  The desired output from each activ-
ity is the same:  the collection of informa-
tion that can be interpreted to provide target 
and threat assessment.  This information 
may not be readily available on open sys-
tems, and like the Special Reconnaissance 
mission require-ment to get in and out of 
hostile or denied areas to gain information,95 
CNE activities involve the undetected pene-
tration past an adversary’s guarded informa-
tion systems and databases.  Finally, the 
CNE information gathering capability can 
focus on determining an adversary’s strate-
gic and operational capabilities and intent, 
depending on the tar-geted information sys-
tem.  This parallels the Special Reconnais-
sance role of focusing on operational and 
strategic targets beyond the reach of conven-
tional reconnaissance forces.96  

 While CNE mirrors the Special Re-

connaissance function, CNA parallels the Di-
rect Action mission.  In conventional war-
fare, lines of communication (LOC) are de-
fined as “a route, either land, water, and/or 
air, which connects an operating military 
force with a base of operations and [along 
which] supplies and military forces 
move.”97  Direct Action missions can “in-
volve an attack on critical targets such as the 
interdiction of lines of communications 
(LOCs) or other target systems.”98  For 
CNA operations, the LOC are the informa-
tion systems that support the command, con-
trol and sustainment of fighting forces.  
CNA affects these LOC through system 
disruption, denial or destruc-tion, or via data 
destruction or manipulation.  If adversaries 
cannot use or trust their infor-mation sys-
tems, their ability to conduct and sustain 
conventional warfare will be significantly 
impeded.   

 Direct Action missions can also in-
volve the “the seizure, destruction, or neu-
tralization of enemy facilities in support of 
conventional forces or in advance of their 
ar-rival.”99  A CNA example of this type of 
mission would be the conducting of a De-
nial-of-Service (DoS)100 computer attack 
against net-worked air defence systems, or 
the manipulation of target recognition data 
to preclude the automated targeting of in-
coming air assets.  For CNA missions, such 
as Direct Action missions, Special Recon-
naissance, or CNE in advance of the attack, 
is required. 
 While there are many similarities be-
tween traditional special operations and 
CNE/CNA, there is one significant differ-
ence:  the degree of physical danger and ex-
ertion required of the special operations 
forces themselves.  Many special operations 
missions are designed to be clandestine; if 
the traditional SOF are discovered, combat 
forces will be required to extract the teams 
from the area of operations.  For CNE and 
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CNA, however, the fact that the operation 
would normally be conducted from within 
the home state, well outside the area of oper-
ations, eliminates this requirement.  Thus, 
the nature of the training and physical re-
quirements for the two types of special op-
erations forces will have significant differ-
ences.  If the CF is to develop a CNE/CNA 
capability, it is important to consider these 
necessary training requirements.     

Training Development for Special Opera-
tions 

 Special Operations forces, by defini-
tion, require specialized, highly focused ca-
pabilities for which conventional forces do 
not train.  To incorporate the training needed 
for special operations into larger conven-
tion-al forces would “restrict their ability to 
respond to a broad range of threats,”101 and 
risk making them jacks-of-all-trades and 
masters of none.  This is not to imply that 
the skills necessary for conventional forces 
are not im-portant for special operations.  In 
fact, the op-posite is true.  The personnel 
that work in special operations are generally 
mature, experienced military members who 
have performed well within one or more 
military specialties.102  Colonel Charlie 
Beckwith, the first commander of the mod-
ern Delta Force, was certainly a believer in 
this philosophy, stating that 

…before a soldier could become a 
good unconventional soldier he’d first 
have to be a good conventional sol-
dier.  He had to understand what a ri-
fle squad was all about, what a platoon 
could do, what a rifle company could 
do.  To break the rules you have to 
know what the rules are.  You can’t be 
unconventional until you are conven-
tional first.103

 This postulation holds true for the 
skills required to execute CNE and CNA 

special operations missions.  Before one can 
learn to exploit computer networks and in-
formation systems, a comprehensive under-
standing of networking principles, operations 
and system administration is necessary.  Once 
these concepts have been mastered, detailed 
experience in the protection of information 
and information systems is important as it is 
through experience in defending networks 
that one learns the most common and most 
dangerous vulnerabilities.  With this knowl-
edge and experience in hand, the next stage 
is to develop the necessary skills and ex-
perience to create and exploit technical and 
procedural information system and network 
vul-nerabilities.     

Acquiring detailed knowledge about 
the adversary’s environment, such as the mil-
itary structure, command and control rela-
tionships, and intra-organizational relation-
ships, is as important in CNE/CNA as in any 
other special operations mission.  It allows 
for an element of predictability in the adver-
sary’s behaviour, as well as acting as a trig-
ger when the routine is disturbed.  This may 
require training that focuses on operations of 
specific adversarial groups.  In addition, as 
discussed in the previous chapter, use of force 
constraints also require that the CNE/CNA 
special operations forces act within prede-
ter-mined Rules of Engagement for their 
missions.  As a result, knowledge of the 
Laws of Armed Conflict must also form part 
of the overall training requirement.  Thus, 
training for CNE/CNA skill sets will call 
upon exist-ing core military skills and the 
technical skills that are developed for the 
CND information protection mission.  Upon 
this foundation, advanced skills specializing 
in network reconnaissance and infiltration, 
vulner-ability analysis, system dependence 
analysis,104 weapons/sensor information 
systems analysis and exploitation develop-
ment will all be essential.  To properly de-
velop these skill sets, a systematic, structured 
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approach to identify training requirements is 
required.   A model such as that provided in 
the Canadian Forces Individual Training and 
Education System (CFITES) should be con-
sidered as a possible option for this training 
development.105

 The sensitivity of the CNE/CNA 
tasks to be performed, and the possibility for 
lethal effects require a rigid approach to 
training development that will ensure that 
the correct skills are being provided to effec-
tively conduct the required tasks.  As has 
already been identified, the training require-
ments for CND, CNE and CNA tasks should 
be treated as a group of interdependent capa-
bilities, building from the defensive to the 
offensive.   

 In addition to defining the training re-
quirements, it is essential that personnel are 
appropriately selected to undergo this train-
ing, as the training investment time is not in-
significant.  Current experience in the CND 
mission has identified that a minimum of 18 
months is required before personnel are prop-
erly trained to conduct certain tasks without 
direct supervision.  It is essential, therefore, 
that the personnel selected for CNE/CNA 
training be well suited to the tasks.  An anal-
ysis of the desired characteristics and possible 
benefits of selecting from established milita-
ry occupations will have to be considered.  
This has not been the case in the past, as is 
evidenced by the selection of personnel for 
the CND mission.   
Military Occupations in Special Opera-
tions 

 When the CND mission was initially 
mandated, a Network Vulnerability Analysis 
Team (NVAT) and DND Computer Incident 
Response Team (DND CIRT) were estab-
lished within the CF.  While it is considered 
that all members of the CF are responsible 
to protect the information in their environ-
ment,106 it was recognized that a centre of 

expertise was also required to provide CF-
wide infor-mation protection advice and 
direction.  To conduct this mission, a de-
tailed level of education, training and skill is 
required to execute the NVAT and DND 
CIRT functions.  These teams were initially 
established using personnel from the Com-
munications Research (Comm Rsch) and 
Communications and El-ectronics Engineer-
ing (CELE) occupations.  The rationale for 
the selection of these personnel was two-
fold.  First, the Commander of CFIOG, who 
initially mandated the estab-lishment of this 
capability, had personnel re-sources from 
these occupations available for employment.  
Second, while most of the personnel did not 
initially possess the skill sets to conduct the 
CND mission, the characteris-tics and train-
ing in the Comm Rsch and CELE occupa-
tions were intuitively felt to be relevant to 
the tasks that needed to be performed.   

 Since the initial establishment of these 
CND capabilities, personnel from other 
mili-tary occupations have also been incor-
porated into the organization, again requir-
ing signifi-cant additional training.  What 
has not been done for the CND mission, and 
what needs to be done for the CNE and CNA 
missions, is to formally determine if there 
is/are one or more existing occupations that 
already train to meet some of the CND, CNE 
and CNA functions.  If this is found to be the 
case, consideration should be given to select 
personnel from within these groups.  How-
ever, should this not be the case, personnel 
selection for the CND, CNE and CNA mis-
sions should not be restricted to a predeter-
mined set of military occupations. 

 This type of non-restrictive personnel 
selection policy appears to have been consid-
ered in the JTF2 recruiting process.  Their 
model for personnel selection does not dis-
criminate on the grounds of military occupa-
tion.  As in any organization, the need for 
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day-to-day support functions dictates a re-
quirement for personnel with specific tradi-
tional support skills and occupations, such as 
financial and logistics support.  However, for 
the Category A, Special Operations Assault-
ers, and Category B, Technical Specialists, 
the “open call” for personnel selection107 in-
dicates that no existing military occupation 
provides the type or level of training neces-
sary to meet the required tasks.  While ex-
perienced and highly fit military personnel 
with a combat arms background are desired, 
it would appear that limiting the personnel 
selection pool to combat arms occupations 
does not advance the training needed to 
meet the performance objectives and levels 
required for JTF2 tasks.   

Thus, as in the case of JTF2, it is im-
portant to keep the special nature of CNE/ 
CNA operations in mind as the task identifi-
cation and training necessary for these capa-
bilities are developed.  It is equally important 
that an effective command and control struc-
ture be developed for these capabilities.  

Command and Control for Special Op-
erations 

 Special operations missions can be 
undertaken either unilaterally, as in a Hostage 
Rescue; independently from a larger military 
campaign, as in a Special Reconnaissance 
mission; or in support of a conventional com-
mander, as in pre-assault cover and diversion-
ary operations.108  To ensure effective man-
agement of this capability, given its possible 
impact across strategic-, operational- and tac-
tical-level operations, it is important that a 
robust command and control structure be im-
plemented to support the varying nature of 
these operations.   United States doctrine ad-
dresses this requirement by ensuring that de-
spite its many different geographic and com-
ponent commands, SOF missions are always 
executed through a SOF chain of com-

mand.109  In a military as large as that of the 
United States, this has been accomplished 
through the establishment of various levels 
of SOF task force and component com-
manders, who ensure that mission tasks are 
appropriate and well supported.   Within the 
CF, it is equally important to have this SOF–
focused command and control structure in 
place. 

 Currently, the JTF2 organization is 
responsive directly to the Chief of Defence 
Staff (CDS)110 for its counter-terrorism task-
ings and force generation, much like the 
Chiefs of the Air, Maritime and Land Staffs.  
As illustrated in a simplified diagram at Fig-
ure 4.1, the Deputy Chief of the Defence 
Staff (DCDS) is responsible for all deployed 
and domestic CF Operations, as well as the 
joint intelligence function.  JTF2’s direct 
tasking and reporting relationship to the CDS 
bypasses the normal structure for military 
operations and reflects the strategic political 
function of the counter-terrorism role.  

 MND  
 
 CDS
 JTF2 CAS 

DCDS  
 
 
 
 
 

CAS — Chief of the Air Staff CMS — Chief of the Marine Staff 
CDS — Chief of the Defence DCDS — Deputy Chief of the 
              Staff                  Defence Staff 
CLS — Chief of the Land Staff MND — Minister of National Defence 
 

Fig. 4.1 — JTF2 Relationship to Normal C2 Structure 
An expansion of the CF SOF capabil-

ity to include the CNE/CNA requires a re-
vised command and control structure.  The 
structure proposed in Figure 4.2 reflects the 
direct relationship of SOF to the CDS for 
force generation requirements and counter-
terrorism, and a coordinating relationship 
with the DCDS for SOF capabilities used in 

CLS 

 J2 Intelligence  J3 Operations 
CMS
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support of military operations.  In addition, 
this diagram proposes the requirement for an 
information fusion capability to integrate the 
information generated by various sources, in-
cluding SOF, to produce intelligence prod-
ucts that support existing and future conven-
tional and special operations.  Given the cur-

rent relatively small size of the Canadian 
Forces’ SOF capability,111 the inclusion of 
CNE/CNA operations in a high-level, cen-
tralized SOF command and control structure 
would ensure that these capabilities are clear-
ly and precisely exercised. 
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Figure 4.2 — Proposed SOF Command and Control Structure including CNE/CNA  
 
Final Assessment   

 It is evident that CNE and CNA 
should be recognized as special operations 
capabilities.  Not only are they offensive 
ele-ments of information operations, which 
is recognized as being a SOF mission, but 
their methods and objectives also closely 
parallel other recognized SOF capabilities, 
such as surveillance and reconnaissance and 
direct action.  Accordingly, the doctrine for 
developing, commanding and tasking SOF 
forces should be used as a baseline in the 
development of the CNE/CNA capability.   

 The development of CNE/CNA capa-
bilities requires unique training; comprehen-
sive technical skills, familiarity with mili-
tary operations, detailed target study, and an 

understanding of the Laws of Armed Con-
flict are all required elements.  The impact 
of CNE/CNA operations thus requires a 
robust training model to ensure that forces 
are well trained to carry out precise and de-
liberate op-erations.  In developing the train-
ing require-ments, the tasks and require-
ments necessary for the defensive CND mis-
sion should also be considered.  In addition, 
the selection of the proper personnel is a 
vital element of building the capability.  
 Finally, the command and control of 
CNE/CNA capabilities must be retained 
within a simple and responsive structure, that 
recognizes and is accountable for missions 
that can be politically and strategically sen-
sitive.  In addition, the value that CNE mis-
sions can add to the overall intelligence pic-
ture can be significant.  The integration of 
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CNE taskings and information into the larg-
er intelligence gathering and dissemination 
function is vital if this is to occur.  To meet 
these requirements, CNE/CNA should be in-
tegrated into a new SOF organizational struc-
ture that conducts the necessary force genera-
tion activities and coordinates with the DCDS 
in support of military operations.  

CONCLUSIONS AND 
RECOMMENDATIONS 

 To determine whether the CF should 
adopt CNE and CNA as military capabilities, 
it has been necessary to consider the ap-
plica-bility and legality of these operations 
and ex-amine the necessary opera-
tional/organization-al structures.  For a nation 
that must judicious-ly manage its resources, 
the development of CNE and CNA capabili-
ties must fall in line with the Strategic Capa-
bility Planning model that has been devel-
oped for the CF.  It has been shown that 
CNE/CNA do indeed provide capabilities 
that not only meet the required goals, but 
can do so across a broad segment of the con-
flict spectrum.  CNE/CNA operations 
strongly contribute towards the re-quirement 
for strategic intelligence and com-mand, 
while the remote nature of their operations 
also support the requirements for mobil-ity, 
force protection, sustainment and force gen-
eration.   

 Public discussion about the use of 
CNE and CNA, however, has been limited 
by both the secrecy that has traditionally 
sur-rounded intelligence operations in Can-
ada, and the general indifference that is 
shown to-wards military capabilities.  In ex-
amining the legal framework in which CNE 
and CNA must operate, it is evident that 
despite their similarities, CNE and CNA are 
capabilities that are relevant at different 
places across the spectrum of conflict.  As a 
result, there are different legal considera-
tions for the use of each. 

 CNE is analogous to intelligence 
gathering, and as such is legal under interna-
tional law.  However, the use of CNE, if dis-
covered by the target and attributable, may 
result in a variety of responses, depending on 
how the action is interpreted.  Given the lack 
of existing customary law in defining threat 
and use of force guidelines for cybernetic ac-
tivity, it can be difficult to accurately deter-
mine how a target may respond to discover-
ing CNE operations.  Thus, the integration 
of legal counsel into the planning activities 
for all CNE missions will be essential to 
best estimate what actions would be consid-
ered as armed attack or use of force.  Ongo-
ing analysis of state practices as interna-
tional cybernetic activities and terrorism con-
tinue will be essential to accurately assess 
the impact of CNE activities.   

 As an intelligence gathering capa-
bili-ty, CNE is applicable across a wide seg-
ment of the conflict spectrum.  From a strate-
gic in-telligence perspective, Canada gets 
access to allied intelligence sources based 
primarily upon its contributions in the sig-
nals intelligence realm.  Access to this intel-
ligence pro-vides Canada with the informa-
tion it needs to develop meaningful foreign 
and national security policies.  In a world 
that is quickly becoming more intercon-
nected, CNE is an effective capability to 
provide this type of in-formation.  Bill C-36 
clearly recognizes this, providing CSE, the 
CF or both a mandate to exploit the global 
information infrastructure in support of 
Canada’s security interests.   
 CNE is also an effective capability for 
military operations.  In peace support opera-
tions, the non-lethal nature of IO has been 
used to influence adversaries to conform to a 
desired behaviour.  CNE/CNA can be, and 
has been, used in a similar matter, exploiting 
the information and information systems up-
on which a belligerent relies to force or dis-
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suade him from an undesirable course of ac-
tion.  While some adversaries may use asym-
metric attack methods that do not rely on in-
formation systems, CNE is still an effective 
means of collecting intelligence about these 
activities.  Few state or non-state adversaries 
can accomplish the planning and coordination 
of these activities without the use of common 
information systems.  Based on military stra-
tegic priorities, the CF should work to de-
fine both types of missions:  those that sup-
port the overall intelligence picture; and 
those that will conduct the reconnaissance 
work necessary for the use of CNA in neu-
tralizing adversaries’ military capabilities. 

 CNA is, by definition, a use of force 
and as such can be considered as lawful only 
in the exercise of one’s inherent right to 
self-defence, under Article 2(4) of the UN 
Charter, or unless it is authorized by the 
Security Council under its Chapter VII au-
thority.  This is true for the use of any mili-
tary force and, therefore, should not be a 
matter for significant public concern.  The 
CF would have to carry out CNA operations 
within the constraints of jus in bello interna-
tional law, regarding the means and methods 
of warfare, and the protection of victims of 
war.   

 The strategic impact that CNE/CNA 
can have, and their unique missions and func-
tions, mirror the characteristics that make 
SOF missions different from conventional 
military forces.  Elements of IO are doctrinal-
ly recognized as special operations missions.  
In addition, there are great similarities be-
tween Special Reconnaissance and CNE, and 
Direct Action and CNA.  Hence, CNE/CNA 
capabilities should be considered as SOF ac-
tivities.  The development of CNE/CNA 
training and command and control structures 
should, therefore, parallel those processes 
that have been proven to work for SOF.  The 
requirement for well-developed training pro-

grammes and robust command and control 
structures reflects the specialized training and 
political/strategic sensitivity requirements for 
CNE/CNA missions.   

 With respect to training, it is critical 
that the tasks to be performed be accurately 
assessed and translated into performance ob-
jectives to ensure that personnel are highly 
trained to conduct these sensitive missions.  
The development of personnel selection cri-
teria and a study of existing military occupa-
tion structures will help to ensure that train-
ing is focused on the appropriate military per-
sonnel.  The close relationship between CND 
and CNE/CNA also suggests that the train-
ing requirements for this complete suite of 
functions should be analysed together.  Thus, 
a well-defined training development model, 
such as CFITES, should be used to formal-
ize the CND and CNE/CNA needs analysis 
and training development process, and to im-
plement a programme to establish personnel 
selection criteria. 

 A command and control structure for 
the CNE/CNA capability can be modelled on 
the existing JTF2 command and control 
struc-ture.  Given the requirement for 
CNE/CNA to work closely with other mili-
tary operations, a modified structure along 
the lines of that in Figure 4.2 is required.  
CNE/CNA should be integrated into a new 
SOF organization command and control 
structure that is responsible for its own force 
generation activities and coordinates with 
the DCDS in support of military operations. 

 Canada has a long history of military 
involvement in activities to promote interna-
tional peace and security.  This has included 
both intelligence gathering in a shared infor-
mation environment, and the application of 
military force in war and peace support oper-
ations.  The CF should adopt CNE and CNA 
as legitimate military capabilities that 
strength-en that commitment, providing new 

27 



tools to manage hostilities in an information 
age.   

In the field of observation, chance fa-
vors the prepared mind. 

— Louis Pasteur112

KEY TO ABBREVIATIONS 
CAS Chief of the Air Staff 

CELE Communications and Electronics 
Engineering  

CERT CC Computer Emergency Response 
Team Coordination Center 

CF Canadian Forces 

CFIOG Canadian Forces Information Op-
erations Group 

CFITES Canadian Forces Individual Train-
ing and Education System 

CJTL Canadian Joint Task List 

CLS Chief of the Land Staff 

CMS Chief of the Maritime Staff 

CNA  Computer Network Attack 

CND  Computer Network Defence 

CNE  Computer Network Exploitation 

CSE Communications Security Estab-
lishment 

CSIS Canadian Security Intelligence 
Service 

DND  Department of National Defence 

DND CIRT Department of National Defence 
Computer Incident Response Team 

DoS  Denial-of-Service 

GOL  Government On-Line 
ICRC International Committee of the Red 

Cross 

IFOR  Implementation Force 

IO   Information Operations 

IW Information Warfare 

LOC Lines of Communication 

MND Minister of National Defence 

NATO North Atlantic Treaty Organization 

NCW Network Centric Warfare 

NDA National Defence Act 

NGO(s) Non-Governmental Organization(s) 

NVAT Network Vulnerability Analysis 
Team 

OCIPEP Office of Critical Infrastructure 
Protection and Emergency Prepar-
edness 

OGI Other Government Initiatives 

PLA People’s Liberation Army 

RMA Revolution in Military Affairs 

SOF Special Operations Forces 

UN United Nations 

WMD Weapons of Mass Destruction 
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